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Abstract: The swift development of cyber threats, especially, sophisticated and distributed 

attacks on software-defined networks (SDNs) have necessitated smart and proactive threat-

hunting solutions. This paper suggests a Hybrid Classical-Quantum Neural Network (C-

QNN) model that combines classical machine learning algorithms with the near-term 

quantum computing capacity to improve predictive cyber threat detection. The proposed 

framework uses classical data mining techniques to extract features, reduce dimensionality 

and preprocess traffic pattern prior to passing optimized representations to variational 

quantum circuits to perform more sophisticated pattern recognition. The hybrid pipeline 

combines classical optimization techniques and quantum embedding strategies to 

overcome the drawbacks of existing quantum hardware and exploit quantum-enhanced 

learning capabilities. Empirical analysis shows better detection accuracy and predictive 

capabilities in detecting complex attack patterns in high dimensional network settings. The 

results emphasize the prospects of hybrid quantum-classical AI systems as a viable 

solution to deploy scalable, intelligent cybersecurity systems without depending on full 

fault-tolerant quantum processors. This study helps to establish the basis of embedding 

quantum-enhanced analytics into the next-generation proactive systems of cyber defense. 

Keywords: Hybrid Classical-Quantum Neural Network, Software-Defined Networks, 

Cyber Threat Detection, Variational Quantum Circuits, Quantum-Enhanced Learning. 
 

 

1. Introduction 

Conventional cybersecurity systems, such as signature-

based intrusion detection and rule-based monitoring 

systems, are becoming less effective against advanced 

persistent threats (APTs), zero-day exploits, polymorphic 

malware, and distributed attack campaigns since the 

mechanisms are largely based on previously known attack 

patterns (Sommer & Paxson, 2010). As a result, the active 

threat hunting strategies capable of discovering disguised 

attack patterns, anomalous network traffic, and new threats 

before they have a devastating effect on the system have 

become a crucial part of the current cyber defense strategies 

(Bahadur et al., 2022). Machine learning (ML) and artificial 

intelligence (AI) have become the promising solutions to the 

shortcomings of the traditional methods of cybersecurity. 

Intrusion detection systems (IDSs) based on machine 

learning have the ability to analyze large scale network 

traffic, discover complex correlations, and detect attack 

patterns that have never been seen before by learning over 

time (Buczak & Guven, 2016). 

But openness and programmability of SDN controllers are 

also a good target to attackers. Thus, efficient threat-hunting 

solutions should be able to process big data of the networks, 

as well as identify sophisticated attack patterns in real-time 

(Mousavi and St-Hilaire, 2015). Approaches based on 

machine learning have been shown to have potential in SDN 

security, but may be constrained by feature engineering 

needs, cost of computation, and the challenge of identifying 

highly intelligent attack plans. Recently quantum computing 

has become a hot topic as a possible technology to speed up 

complex computational tasks (Dalal, 2018) (Dalal, 2019). In 

contrast to classical computers, which execute computations 
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with binary states, quantum computers utilize quantum bits 

(qubits), which can represent superposition states, to provide 

new computational methods to solve optimization problems, 

simulations and machine learning problems (Nielsen & 

Chuang, 2010) (Hegde, 2021). Quantum machine learning 

(QML) is an approach that integrates quantum computing 

with machine learning algorithms to create models that can 

explore the space of complex features and find patterns that 

can be challenging to capture with classical algorithms 

(Biamonte et al., 2017) (Hegde & Varughese, 2020). 

Hybrid quantum-classical machine learning offers an 

effective route to take advantage of quantum benefits and 

rise above the existing hardware constraints. Within such 

architectures, classical machine learning algorithms prepare, 

extract features and reduce dimensionality, and quantum 

circuits implement specialized computational tasks, such as 

feature mapping and pattern recognition (Dalal & Abdul, 

2019). One of the most popular methods to apply QML 

applications to NISQ devices has been variational quantum 

circuits (VQCs) optimized by classical algorithms (Cerezo 

et al., 2021). 

Nonlinear interactions involving network traffic logs, user 

behaviors, system logs and attack patterns may cause 

challenges to classic machine learning algorithms. 

Alternative mechanisms may be offered by quantum-

enhanced feature mapping and variational quantum circuits 

in finding the complex patterns in these datasets (Dalal, 

2020) (Hegde, 2019). 

2. Literature Review 

2.1 Artificial Intelligence and Machine Learning for 

Cyber Threat Detection 

The growing complexity of cyberattacks has spurred the 

widespread study of artificial intelligence (AI)-based 

cybersecurity tools. The conventional intrusion detection 

systems (IDSs) with the reliance mostly on the predefined 

signatures and manually created rules have low potential in 

detecting the unknown or fast changing threats. Machine 

learning (ML) has thus become a relevant method of 

creating adaptive cybersecurity systems that can find 

intelligible patterns based on large-scale network data 

(Sommer and Paxson, 2010). The intrusion detection 

methods based on machine learning are typically divided 

into supervised, unsupervised, and semi-supervised learning. 

Deep neural networks do not need to perform hierarchical 

feature engineering, as opposed to more conventional ML 

methods that do, meaning that the former may be trained on 

raw or slightly processed data (Hegde & Varughese, 2022). 

2.2 Data Mining and Feature Engineering in 

Cybersecurity 

Although SDN allows monitoring and dynamic security 

controls, the amount of generated information is huge and 

presents obstacles to real-time threat monitoring. Mousavi 

and St-Hilaire (2015) examined the detection of distributed 

denial-of-service (DDoS) attacks on SDN controllers and 

illustrated the significance of smart monitoring strategies to 

safeguard SDN infrastructures. Recent cybersecurity studies 

have thus been directed at integrating data mining and 

advanced AI models to enhance predictive threat 

intelligence. Data mining methods can help to decrease the 

computational complexity of AI models and make decisions 

quickly by reducing the high-dimensionality of traffic data 

into reduced-dimensional and optimized feature spaces 

(Karmakar, 2021). 

2.3 Quantum Computing and Quantum Machine 

Learning 

One of the potential computational paradigms that have 

risen to the scene is quantum computing, which can solve 

some of the issues challenging the classical computers. To 

store and process information, quantum computers apply 

quantum mechanical properties, such as superposition and 

entanglement, to quantum computers with qubits instead of 

classical bits (Nielsen and Chuang, 2010). Whereas large-

scale fault-tolerant quantum computers are yet to be built, 

the development of near-term quantum devices has 

stimulated the investigation of practical quantum 

applications (Maizana et al., 2023).  

Quantum machine learning (QML) combines quantum 

computing concepts with machine learning algorithms to 

consider novel ways to analyze and optimize data and 

recognize trends. Biamonte et al. (2017) offered one of the 

background surveys of quantum machine learning and 

discovered possible benefits of quantum algorithms in 

classification, clustering, and optimization. A notable QML 

research field is quantum neural networks (QNNs), which 

seek to use quantum circuits in neural learning models 

(Mohammad, Mahjabeen, et al., 2022). Nevertheless, neural 

networks based entirely on quantum computing demand 

sophisticated quantum computers with high counts of stable 

qubits, which do not exist today. This has led to a shift in 

research to hybrid quantum-classical frameworks that 

integrate classical computing resources with quantum 

processing capabilities. The present Noisy Intermediate-

Scale Quantum (NISQ) era is a period in the history of 

quantum computing during which quantum devices have a 

small number of qubits, and are subject to noise and 

operational errors. Preskill (2018) highlighted that the 

deployment of quantum devices in practice in the NISQ era 

should be based on hybrid schemes that are based on 

classical optimization and quantum circuit implementation 

(Mohammad, Mahjabeen, et al., 2023). 

2.4 Hybrid Quantum-Classical Neural Networks 

One of the most popular architectures of hybrid quantum 

learning is variational quantum circuits (VQCs). The 
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quantum circuits in VQCs have trainable parameters that are 

optimized with classical optimization algorithms. Cerezo et 

al. (2021) surveyed variational quantum algorithms and 

emphasized their applicability to NISQ devices since they 

are relatively small quantum circuits and can be scaled to 

hardware constraints. 

The experiment showed better detection performance than 

the classical long short-term memory (LSTM) and quantum 

neural networks, which showed the promise of hybrid 

approaches to cybersecurity applications (Tiwari, 2022). 

2.5 Quantum Machine Learning Applications in 

Cybersecurity 

Quantum technologies will not only offer the chance to 

design the cryptographic systems of the future, but also to 

improve the security analytics based on AI. Faruk et al. 

(2022) conducted a review of the connection between 

quantum computing and cybersecurity, highlighting that 

quantum technologies might be interpreted as a 

cybersecurity threat and opportunity. Although quantum 

computers can indeed pose threats to the current 

cryptography systems, including the Shor algorithm, 

quantum-enhanced AI technologies might be used to help 

identify the threats better and ensure effective surveillance. 

Malware detection, anomaly detection, and network 

intrusion analysis Hybrid quantum-classical approaches 

have recently been considered to handle malware, anomaly, 

and network intrusion. An experiment on hybrid quantum-

classical deep learning in cybersecurity explored the domain 

generation algorithm (DGA)-based botnet attack detection 

and proved the potential of implementing classical deep 

learning with quantum processing units to protect against 

cyber threats. ScienceDirect These studies show that 

quantum-enhanced learning can offer more representation 

options to find complex patterns of attacks. 

2.6 Research Gap and Motivation 

Quantum machine learning has put promising alternatives in 

complex pattern recognition, but it is limited by existing 

hardware needs. The current research on quantum 

cybersecurity is dominated by theoretical models or small-

scale experiments. Practical architectures that combine 

classical data mining and quantum learning elements to 

work with real-world cyber threat hunting are still needed. 

Specifically, software-defined networks produce high-

dimensional data on traffic that needs to be extracted with 

features and modeled with advanced analysis. Thus, a hybrid 

Classical-Quantum Neural Network (C-QNN) solution is a 

new direction of research. Such systems can utilize existing 

quantum abilities by integrating classical preprocess, 

dimensionality reduction, and optimization with quantum 

feature mapping and variational circuits, and can fulfill 

practical cybersecurity needs. 

 

3. Methodology 

The initial step is to gather network traffic information with 

both normal and malicious activities of the cybersecurity 

benchmark datasets. The gathered data entail network flow 

properties, packet-wide data as well as attack-related data. 

The high-dimensional nature of cybersecurity datasets and 

redundancy of features in them necessitates the use of 

classical data preprocessing methods to enhance the quality 

of data and minimize the computation cost. Preparation of 

data: Data cleaning, normalization and feature selection are 

done prior to training the model. Several feature reduction 

techniques like Principal Component Analysis (PCA) and 

correlation-based feature selection are used to obtain the 

most relevant features and discard redundant data. Past 

research has shown that successful feature engineering leads 

to better performance of machine learning-based intrusion 

detection systems through noise reduction and computation 

reduction (Buczak and Guven, 2016).  

Classical Feature Extraction based on machine learning 

The optimized network features are trained with classical 

machine learning algorithms to produce compact feature 

representations that can be processed by quantum 

processing. Initial pattern learning and dimensionality 

reduction are done with classical neural networks since 

modern quantum devices are not efficient at extremely large 

feature vectors. Based on quantum-classical learning, this 

hybrid preprocessing approach entails classical data 

optimization and transformation alongside quantum 

computational elements to enhance model scalability 

(Biamonte et al., 2017).  

Quantum Feature Encoding and Variational Quantum 

Circuit 

Quantum feature mapping techniques are used to encode the 

reduced feature vectors into quantum states. The coded 

quantum information is run on a Variational Quantum 

Circuit (VQC), a sequence of parameterized quantum gates 

that are optimized during training. The quantum circuit 

identifies nonlinear relationships, which are difficult to 

extract in the input data, and gives improved representations 

of features. Variational quantum algorithms can be applied 

to near-term quantum devices since those algorithms do not 

have many quantum resource requirements and classical 

optimization can be used to optimize the quantum circuit 

parameters (Cerezo et al., 2021). The proposed model can be 

made to work because of this approach within the 

constraints of Noisy Intermediate-Scale Quantum (NISQ) 

devices (Preskill, 2018).  

Training of Hybrid Classical-Quantum Model 

The results of the quantum circuit are copied back to 

classical layers to be classified. A classical optimizer 

performs an iterative update of the parameters of the neural 
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network and quantum circuit to reduce the number of errors 

in classification. The hybrid training process allows the 

model to integrate the learning properties of the classical 

deep learning with quantum-enhanced feature 

representation. 

Result 

The proposed framework was more effective than traditional 

machine learning models at detecting sophisticated and 

distributed network attacks. The findings underscore the 

promise of hybrid quantum-classical systems in enhancing 

cybersecurity analytics in quantum computing systems of 

the NISQ era. In general, the results confirm the possibility 

of using quantum computing methods in conjunction with 

classical AI pipelines in high-level threat detection. 

 

Figure 1. Distribution of Network Traffic Classes in the 

Cybersecurity Dataset 

The occurrence of malicious and unknown patterns reflects 

the problematic situations that the proposed predictive 

threat-hunting framework is aimed at. To examine dataset 

composition, and learn how normal and abnormal network 

activities are distributed before model training.  

 

Figure 2. Comparison of the Accuracy of machine 

learning and C-QNN models. 

The accuracy of the detection of the conventional machine 

learning models and the proposed C-QNN framework are 

compared in Figure 2. The findings show that classical 

algorithms like Support Vector Machine (SVM), Random 

Forest (RF), and Deep Neural Network (DNN) exhibit good 

classification accuracy but that the hybrid quantum-classical 

algorithm is more accurate. This is made possible by the 

combination of classical feature optimization and quantum-

based feature representation. To show the efficiency of the 

suggested hybrid architecture as opposed to conventional 

methods of cybersecurity detection.  

 

Figure 3. Accuracy Convergence of the Hybrid C-QNN 

Model Training. 

Figure 3 demonstrates how the C-QNN model performs in 

terms of training in several training epochs. The upward 

trend in the accuracy shows that the model is effective in 

learning intricate associations among network features and 

attack patterns. The curve has been stably converged after a 

few iterations and this shows that both classical neural 

parameters and variational quantum circuit parameters have 

been optimized successfully. To assess model learning 

ability, convergence behavior and training stability.  

 

Figure 4. Threat Detection Confidence Scores 

Distribution. 
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Figure 4 represents the histogram distribution of the values 

of prediction confidence produced by the C-QNN classifier. 

The distribution of higher levels of confidence scores closer 

to the top means that the model makes trustworthy forecasts 

of the detected types of attacks. The distribution shows that 

the proposed framework can distinguish between normal 

and malicious traffic patterns with high accuracy. To study 

prediction reliability and classification confidence in the 

process of threat detection.  

 

Figure 5. Feature Space Representation After Quantum-

Enhanced Mapping 

Figure 5 illustrates the scatter plot of the features of the 

extracted networks following classical preprocessing and 

quantum feature mapping. The ability of the hybrid 

architecture to convert the complex data related to 

cybersecurity into a more recognizable representation space 

is evidenced by the separation between the clusters of 

features. The quantum encoding is better at discriminating 

features because it encodes nonlinear correlations between 

network attributes. To visualize feature separation, and 

illustrate the effect of hybrid feature representation.  

 

Figure 6. Features Network traffic can be correlated to 

detect the presence of threats. 

A correlation between network traffic features has been 

illustrated in figure 6. The heatmap determines correlations 

among the parameters like the characteristics of packets, 

duration of the flow as well as the volume of traffic. The 

features that are highly correlated signify the similarity in 

information contribution whereas weakly correlated features 

present independent information that can be used to classify 

the attacks. This comparison aids the feature reduction phase 

by eliminating duplicate features. To assess the 

dependencies of features and maximise input variables to 

the C-QNN model.  

 

Figure 7. Hybrid Classical-Quantum Neural Network 

Approach. 

The entire process of the proposed cybersecurity framework 

is depicted in Figure 7. This starts with the network traffic 

collection, preprocessing, feature extraction, dimensionality 

reduction, quantum feature encoding, variational quantum 

circuit processing, classical optimization, and eventual 

threat classification. The flowchart illustrates the interaction 

between classical and quantum elements to design an 

effective predictive cyber threat-hunting pipeline. To give a 

conceptual description of the proposed hybrid architecture 

and workflow.  
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Figure 8. Quantum Feature Representation Frequency 

Response Analysis. 

Figure 8 shows the behavior of quantum-enhanced feature 

extraction frequency response. The response curve is the 

contribution to pattern recognition of various feature 

frequencies to the quantum processing stage. The analysis 

shows that quantum circuit can extract significant changes 

of features and minimize irrelevant data of high-dimensional 

cybersecurity data. To examine the response properties of 

quantum transforming feature.  

 

Figure 9. Boundary Visualization of decision using 

Contour Plot. 

Figure 9 shows the decision boundary that the proposed C-

QNN classifier produces with a contour representation. The 

visualization shows how the model isolates various types of 

network behavior in terms of extracted features. The 

nonlinear boundary shows that the hybrid architecture is 

capable of identifying complex attack patterns that cannot 

be differentiated between using traditional linear 

classification techniques. To exhibit the ability to classify 

and nonlinear pattern separation.  

 

Figure 10. C-QNN Threat Detection Model Receiver 

Operating Characteristic (ROC) Curve. 

The analysis of the ROC curve of the proposed C-QNN 

model is given in figure 10. The curve shows the association 

between the true positive rate and false positive rate at 

various levels of classification. 

4. Discussion 

The results obtained confirm the hypothesis that hybrid 

quantum-classical architectures can address some of the 

drawbacks of traditional machine learning approaches and 

be applicable to the current Noisy Intermediate-Scale 

Quantum (NISQ) devices. Figure 1 demonstrates that 

successful preprocessing and balancing of classes in 

cybersecurity applications is crucial, as it distributes data in 

a balanced manner. Network traffic data typically consists of 

both normal and malicious traffic with large differences in 

the frequency of attack. 

Classical algorithms like support vector machines, random 

forests, and deep neural networks can perform very well in 

cybersecurity applications but when handling nonlinear and 

complex network dynamics, their performance can decline. 

The hybrid model has succeeded in enhancing the results of 

the classical feature extraction and quantum feature 

representation. Quantum circuits also offer further 

transformation functions to map classical properties to 

higher-dimensional quantum spaces enabling the model to 

express complex relationships between cybersecurity 

properties. 

Though modern quantum processors are not yet able to offer 

universal computational benefits to all machine learning 

tasks, hybrid models offer an effective means to study the 

benefits of quantum-enhanced learning with accessible 

quantum resources. As Figure 9 shows, the proposed model 

can classify nonlinearly, which is reflected in the 

visualization of the contour. 
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5. Conclusion 

The growing level and rate of current cyber threats 

necessitates sophisticated smart systems that are able to 

conduct proactive, accurate and adaptive threat detection. 

This paper has explored a Hybrid Classical-Quantum Neural 

Network (C-QNN) framework that combines classical 

artificial intelligence, data mining, and quantum machine 

learning concepts to predictive cyber threat hunting in 

software-defined networks (SDNs). The suggested solution 

can overcome the drawbacks of traditional machine 

learning-based cybersecurity systems through the integration 

of effective classical preprocessing and quantum-enhanced 

feature representation.  

The experimental outcomes prove that the hybrid 

architecture is better able to detect complex and distributed 

cyberattack patterns. Classical data mining methods, such as 

the feature extraction and dimensionality reduction, were 

effective in simplifying the high dimensional network traffic 

data whilst maintaining valuable information about the 

security. This preprocessing phase allowed efficient 

quantum encoding, as well as minimized the computational 

needs linked to the existing quantum hardware constraints. 

The results confirm the earlier studies that have underscored 

the significance of optimizing features and smart data 

representation in enhancing the machine learning-based 

intrusion detection (Buczak and Guven, 2016).  

The limitation of the variational quantum circuit integration 

in the offered framework evidenced the opportunities of 

quantum-enhanced learning to be used in cybersecurity. The 

findings suggest that quantum feature mapping has the 

potential to enhance nonlinear pattern recognition through 

the conversion of classical cybersecurity data to more 

expressive feature spaces. This finding aligns with past 

research on quantum machine learning, which found 

quantum-enhanced representations to be an attractive future 

direction of tackling complex classification and optimization 

problems (Biamonte et al., 2017). Besides, the proposed 

architecture can be adapted to the present Noisy 

Intermediate-Scale Quantum (NISQ) settings due to 

variational quantum algorithms since these algorithms need 

comparatively low quantum resource amounts and can be 

trained with the help of the classical computing algorithm 

(Cerezo et al., 2021). 
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