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Abstract: Distributed Denial of Service (DDoS) attacks are still one of the focal 

cybersecurity concerns, primarily due to their complex nature and the sheer number of 

devices attached. Traditional detection lags in keeping up with emerging attack behaviors, 

and machine learning-based models have difficulty handling high-dimensional data, like the 

CICIDS2019 dataset with over 80 features. Feature selection (FS) has thus emerged as an 

essential preprocessing step to boost detection performance, decrease the cost of computation, 

and facilitate improved interpretation of the model. In this current study, the GreyLag Goose 

Algorithm (GGA), a bio-inspired metaheuristic optimization algorithm derived from greylag 

geese's migratory and foraging behavior, is utilized for the first time to solve the problem of 

feature selection in DDoS detection. GGA's balanced exploration-exploitation allows 

effective exploration of high-dimensional spaces of features to find the most informative 

subset of features. The extracted features were evaluated using the CICIDS2019 dataset with 

Support Vector Machine (SVM) and Random Forest (RF) classifiers. Experimental results 

show that GGA reduced the dimensionality from over 80 to 29 features with better 

classification performance. RF achieved closely perfect with 99.95% accuracy and AUC of 

0.9999, although slightly better than SVM's 99.47% accuracy and 0.9987 AUC value. The 

findings underscore the strength of GGA in feature selection optimization of DDoS detection 

to achieve an efficient and stable approach that is a balance between efficacy and high 

prediction accuracy. 

Keywords: GreyLag Goose Algorithm (GGA), Bio-inspired Optimization, Metaheuristic 

Algorithms, Feature Selection (FS), Distributed Denial of Service (DDoS). 
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1.0 Introduction  

Distributed Denial of Service (DDoS) attacks are among the 

most persistent and devastating network infrastructure 

threats, causing tremendous financial losses and disruptions 

to service in many industries. The sheer magnitude of 

internet-of-things devices coupled with the sophisticated 

nature of the attack vectors have made DDoS attacks more 

common and complex, necessitating for evolved detection 

tools that can keep pace with shifting threat profiles [1][2]. 

Traditional signature-based methods often fail to recognize 

novel attack patterns, while machine learning approaches 

are plagued with the problem of high-dimensional feature 

spaces and computational complexity [3][4]. 

The performance of machine learning-driven DDoS 

detection systems is heavily dependent on the quality and 

suitability of selected features of network traffic data. High-

dimensional datasets, such as the CICIDS2019 dataset with 

over 80 features, present significant challenges including the 

curse of dimensionality, increased computational overhead, 

and potential overfitting [5][6]. Feature selection becomes a 

critical preprocessing task that can significantly enhance the 

detection accuracy at the cost of lower computational cost 

and increased interpretability of the model [7][8]. 

Recent trends in cyber security research have shown the 

significance of feature selection to maximize intrusion 

detection system performance. Traditional methods for 

selecting features, such as filter-based methods like 

correlation-based feature selection and wrapper-based 

methods like recursive feature elimination, have been 

effective but often suffer from limitations in handling 

complex, non-linear relationships in network traffic data 

[9][10]. Embedded techniques, though computationally 

useful, do not always capture the global optimal feature 

subset because they are subject to the particular learning 

algorithm used [11]. 

The emergence of metaheuristic optimization algorithms has 

opened up new possibilities for feature selection in 

cybersecurity systems. Genetic algorithm, particle swarm 

optimization, and ant colony optimization have been found 

useful in feature selection problems in network intrusion 

detection and proved better than traditional methods 

[12][13][14]. The algorithms, however, suffer from the 

drawbacks of premature convergence, local optima trap, and 

heavy computational complexity, particularly while dealing 

with high-dimensional cybersecurity data [15][16]. 

Bio-inspired optimization algorithms have found extensive 

applications in the area of cybersecurity due to their high 

potential for solving hard, multi-modal optimization 

problems with efficiency. Bio-inspired algorithms rooted in 

natural phenomena and biological systems deliver robust 

solutions for parameter tuning, feature selection, and pattern 

recognition tasks in network security solutions [17][18]. 

Recent studies reveal that bio-inspired algorithms can 

effectively balance exploration and exploitation, thus 

offering improved convergence characteristics and better 

global optima detection [19][20]. 

Swarm intelligence techniques like Grey Wolf Optimizer, 

Whale Optimization Algorithm, and Firefly Algorithm have 

been used successfully in solving most of the cybersecurity 

problems, from malware detection to intrusion detection and 

vulnerability scoring [21][22][23]. The algorithms are 

particularly effective in handling high-dimensional feature 

spaces and non-linear optimization landscapes that are 

normally encountered in cybersecurity problems [24][25]. 

The GreyLag Goose Algorithm (GGA), relatively recently 

introduced as a novel bio-inspired optimization algorithm, is 

inspired by the social behavior and migratory characteristics 

of greylag geese. The algorithm is characterized by its 

peculiar balance between exploration phase and exploitation 

phase, which is inspired by the foraging pattern, flocking, 

and migratory behaviors of the geese [26][27]. GGA 

features several distinct characteristics like adaptive control 

of step size, handling population dynamically, and multi-

objective optimization capabilities which render it extremely 

suitable for challenging optimization problems [28]. 

Mathematically, GGA is founded on three distinct 

behavioral phases: foraging behavior for local search, 

flocking behavior for information sharing, and migration 

behavior for global searching. The algorithm employs a 

position update mechanism combining individual 

experience, social learning, and environmental adaptation 

with improved convergence speed and solution quality 

compared to traditional optimization algorithms [29][30]. 

Recent comparative studies have shown GGA's stronger 

performance on various optimization benchmarks, 

particularly for high-dimensional and multi-modal 

optimization problems [31][32]. 

Despite the promising performance of bio-inspired 

algorithms in cybersecurity operations, the application of the 

GreyLag Goose Algorithm to feature selection towards the 

detection of DDoS attacks has never been tried, thus this 

study to explore its potentialities since existing feature 

selection approaches to DDoS detection either base 

themselves on traditional optimization methods or proven 

bio-inspired algorithms, and there is a wide research gap on 

exploring the potential of newer and more sophisticated bio-

inspired algorithms like GGA [33][34]. 

2.0 Related Work  

The paper [35] introduced an Improved Whale Optimization 

Algorithm (IWOA) to be used for feature selection and an 

Optimized Long Short-Term Memory (OLSTM) for 

classification. The proposed solution achieved a high rate of 
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detection with accuracy at 97.12%, precision at 96.74%, 

recall at 96.27%, and F1-score at 96.54% on the CIC-DDoS 

2019 dataset. This method outperformed others like CNN-

BiLSTM and CNN-LSTM, citing the ability of IWOA to 

enhance classification by determining good features. A new 

algorithm for detecting Distributed Denial of Service 

(DDoS) attacks in Software-Defined Networks (SDNs) was 

created by [36] using Grey Wolf Optimizer (GWO) as a 

feature selector and a Support Vector Machine (SVM) 

classifier. Their work identifies the deficiency of existing 

SDN-based DDoS detection methods in low precision and 

high false negative rates caused by inferior feature 

extraction. To address this, they employed a binary Grey 

Wolf optimization algorithm on the InSDN dataset with 

notable improvement in detection. The unimodal equation 

achieved a 97% F1-score, while the multi-modal equation 

achieved 100% accuracy, 96% recall, and a 98% F1-score. 

[37] proposed a hybrid detection framework to combat 

Distributed Denial of Service (DDoS) attacks in healthcare 

networks, particularly against the vulnerabilities introduced 

by the Internet of Medical Things (IoMT). In their work, 

they integrate a deep neural network architecture that 

combines CNN and LSTM with Particle Swarm 

Optimization (PSO) for better training efficiency and 

detection performance. Utilizing the CIC-IDS-2019 dataset, 

the framework achieved a detection accuracy of 99.3%, 

outperforming some conventional algorithms. 

[38] constructed an effective Distributed Denial-of-Service 

(DDoS) intrusion detection system using a Convolutional 

Neural Network (CNN) together with an Inception 

mechanism to enable better classification of all types of 

attacks. The authors addressed the primary challenges 

encountered when detecting DDoS, including imbalanced 

data, difficulty in multi-classification, and computational 

expense, by introducing an innovative feature selection and 

preprocessing method. On the CICDDoS2019 

benchmarking dataset, the model outperformed baseline and 

state-of-the-art approaches with 96.82% accuracy, 96.82% 

recall, 96.76% precision, and F1-score of 96.50%. [39] 

proposed a hybrid intrusion detection system (IDS) that 

identifies DoS attacks using stacked feature selection 

techniques and ensemble learning classifiers. To break 

through the challenges of high-dimensional information and 

the lack of strength of common base classifiers, the study 

employed a novel feature selection technique combining 

Random Boruta Selector (RBS), Relief, and Pearson 

Correlation Coefficient (PCE) to identify optimal feature 

sets. The extracted features were also classified by stacked 

learning classifiers to enhance the detection accuracy. The 

proposed model was evaluated on the CICDDoS-2019 

dataset with 96.5% accuracy, 96.0% precision, 95.8% recall, 

and a 96% F1-score, which is better than traditional 

classifiers in identifying DoS attacks. 

3.0 Research Methodology  

This study adopts a quantitative approach using the GGA, a 

nature-inspired metaheuristic, for feature selection in 

detecting DDoS attacks on the CICDDoS2019 dataset. The 

process begins with loading and preprocessing the dataset 

through one-hot encoding and min-max normalization. GGA 

then generates candidate feature subsets, designating the 

best as leader, while others align and update positions 

through migration. Leadership is rotated periodically to 

balance exploration and exploitation, and each subset is 

evaluated using a fitness function until the stopping criterion 

is met. The selected features are then used to train SVM and 

RF models, whose performance is assessed; if 

unsatisfactory, the process restarts from preprocessing. The 

overall workflow is illustrated in Figure 1. 

 

Figure 1: Research Method 

3.1 Dataset Description  

The dataset used for the DDoS attack detection is CIC-

DDoS 2019 [40] dataset which contains 86 features of 

network traffic package generated by open-source tool. It 

created network packets and collects features from them. 

The DDoS attacks were based on the use of reflection 

against authorized servers like Domain Name Server (DNS), 

Network Basic Input/Output System (NETBIOS) and 

Simple Network Management Protocol (SNMP) and 
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Lightweight Directory Access Protocol (LDAP) that lower 

many services across network. 

3.2 Preprocessing  

The CIC-DDoS 2019 dataset undergoes two well-known 

preprocessing steps namely normalization and one-hot 

encoding. Both of these steps prepare the raw network 

traffic data for effective machine learning processing. 

During feature encoding, symbolic attributes of the dataset 

are encoded to numerical representations through one-hot 

encoding. The process translates categorical variables into 

binary vectors with the aim of having features represented 

numerically. We also apply min-max normalization to 

normalize every numerical feature to the same range [0, 1]. 

This transformation reduces the effect of outliers and 

minimizes variance among different traffic features. The 

principle is to give equal feature weighing when training the 

model. Normalization was performed through: 

 

𝑋𝑖𝑗
′ =

𝑋𝑖𝑗 − min⁡(𝑋𝑗)

max(𝑋𝑗) − min⁡(𝑋𝑗)
⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡ (1) 

 

Where 𝑋𝑖𝑗
′  is the normalized value of feature 𝑗 in sample 𝑖, 

𝑋𝑖𝑗 is the original value of 𝑗 in sample 𝑖, min⁡(𝑋𝑗) is the 

minimum value of feature 𝑗 across all samples and max(𝑋𝑗) 

is the maximum value of feature 𝑗 across all samples. 

3.3 Feature Selection 

The GGA is inspired by Greylag geese's migratory patterns, 

which optimally position themselves in V-shaped 

formations to minimize energy expenditure during long-

distance flights [41][42]. Analogously, in feature subset 

selection, every goose is a candidate feature subset and the 

V-shape is flying together towards best solutions. 

Exploration (searching new regions in the feature space) and 

exploitation (focusing on promising solutions) are exploited 

by the algorithm to use both in controlling the optimization 

process. 

Mathematical Formulation 

Let the dataset be denoted as 

 

𝐷 = {(𝑋𝑖 , 𝑌𝑖)⁡|𝑖 = 1,2, … , 𝑁} (2) 

 

where 𝑋𝑖 ∈ ℝ⁡𝑑 
represents the 𝑑-dimensional feature vector, 

and  𝑌𝑖 ∈ {0,1} denotes the class label (benign or attack). 

The goal is to select an optimal subset of features 

 F ∗⊆ {1,2, … , d} such that the classification performance is 

maximized. 

Each goose in the population encodes a binary solution 

vector: 

 

𝐺𝑗 = (𝑔
𝑗1
, 𝑔

𝑗2
, … , 𝑔

𝑗𝑑
) , 𝑔

𝑗𝑘
∈ {0,1}                      (3) 

 

where 𝑔
𝑗𝑘

= 1 indicates that feature⁡𝑘 is selected by 

goose⁡𝑗. 

The fitness of each goose is evaluated using a hybrid 

objective function that balances classification accuracy and 

feature reduction. This is mathematically expressed as: 

 

𝑓(𝐺𝑗) = 𝛼 ⋅ 𝐴𝑐𝑐(𝐺𝑗) − 𝛽 ⋅ |𝐺𝑗|/𝑑                             (4) 

 

where 𝐴𝑐𝑐(𝐺𝑗) denotes the classification accuracy obtained 

using the subset represented by 𝐺𝑗 , |𝐺𝑗| is the number of 

selected features, and 𝛼 and β⁡are weighting coefficients 

controlling the trade-off between accuracy and feature 

reduction. 

The movement of geese in GLGA is governed by the leader-

following mechanism. The leader goose represents the 

current best solution G ∗. Other geese update their positions 

by aligning with the leader while introducing perturbations 

to maintain diversity. The position update can be expressed 

as: 

 

𝐺𝑗
𝑡 + 1 = SigmoidGj

t + λ ⋅ (G ∗ −Gj
t) + η ⋅ ϵ)       (5) 

 

where 𝑡⁡denotes the iteration, 𝜆 is the alignment factor,⁡𝜂 

controls randomness, 𝜖is a stochastic perturbation term, and 

the Sigmoid function is applied to map continuous values 

into binary space. 

For CICDDoS2019 dataset preprocessing, optimization is 

carried out afterwards. Cleaning of the dataset is performed 

initially by handling missing values and normalizing 

continuous features using Min–Max normalization. The 

GGA population is then initialized with candidate feature 

subsets, where each is a binary selection vector over the 80+ 

available traffic features in the dataset. The feature subsets 

are assessed by a machine learning classifier such as 

Random Forest (RF) and Support Vector Machine (SVM). 

Each feature subset selected by a goose is used to train and 

test the classifier through k-fold cross-validation in order to 
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give a reliable estimation of classification accuracy. The 

fitness function gives a balance between the number of 

features to be minimized and classification performance to 

be maximized. 

Throughout the iterative process, the leader goose represents 

the optimal subset of features. Other geese refine their 

subsets through imitation of the leader, and stochastic 

perturbations maintain diversity and prevent premature 

convergence. Over iterations, the algorithm converges to a 

compact subset of features that capture the discriminative 

patterns within network traffic. 

Finally, the optimal feature subset 𝐹 ∗ identified by GLGA 

is used to retrain the classifier on the condensed data, which 

achieves higher computational efficiency with no sacrifice, 

and even with gain, in accuracy in classifying benign vs. 

attack traffic. In addition to reducing dimensionality, this 

method also enhances interpretability by highlighting the 

most informative features involved in DDoS detection. 

 

 

4.0 Result Discussion 

4.1 Environmental Setup 

The DDOS attack detection model was developed using the 

Anaconda computational environment. The experiment was 

conducted on a Windows operating system with a dual-core 

Intel Core i5 CPU and 8 GB of RAM. The implementation 

was carried out in Python using essential machine learning 

libraries such as Scikit-Learn, NumPy, and pandas. The 

visualization of model performance was achieved using 

Matplotlib and Seaborn. 

4.2 Feature Selection Result  

As aforementioned, GGA was proposed for FS where the 

goal is to choose the most informative subset of features 

while balancing model accuracy and complexity. Each 

parameter in the table 1 controls an aspect of this 

optimization process. 

 

Table 1: GGA Feature Selection Parameters 

Parameter Type Default Value Description 

base_estimator BaseEstimator Required The base ML model (e.g., Logistic Regression, SVM, etc.) to 

evaluate feature subsets. 

Alpha float 0.9 Weight controlling the contribution of accuracy in the fitness 

function. 

Beta float 0.1 Weight controlling the penalty for selecting too many features. 

pop_size int 24 Number of geese (population size) in the flock. 

Iters int 25 Number of iterations for optimization. 

align_lambda float 0.9 Degree of alignment towards the leader goose (controls 

exploitation). 

Eta float 0.2 Scale of Gaussian noise (controls exploration/diversity). 

cv_folds int 3 Number of cross-validation folds to evaluate fitness. 

random_state int 42 Random seed for reproducibility of results. 
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In summary, these parameters strike a balance between 

accuracy (𝛼 = 0.9) and parsimony (𝛽 = 0.1), with enough 

exploration (𝜂 = 0.2) and exploitation (𝜆 = 0.9).⁡The 

design reflects a preference for high model accuracy while 

avoiding excessive feature sets. 

Thus, the parameter of GGA from table 1 results to the 

selected feature from table 2. The features initially have 80 

features, out of which 29 features were selected. 

 

Table 2: Selected Feature 

Feature Feature Feature 

Total Backward Packets Bwd IAT Max Avg Fwd Segment 

Fwd Packets Length Total Fwd PSH Flags Avg Bwd Segment Size 

Fwd Packet Length Max Bwd PSH Flags Fwd Avg Bulk Rate 

Fwd Packet Length Mean Fwd URG Flags Bwd Avg Packets/Bulk 

Bwd Packet Length Max Bwd URG Flags Subflow Bwd Packets 

Flow Bytes/s Bwd Header Length Subflow Bwd Bytes 

Fwd IAT Total Packet Length Mean Init Fwd Win Bytes 

Idle Min FIN Flag Count Init Bwd Win Bytes 

Fwd IAT Min CWE Flag Count Idle Max 

Bwd IAT Total Avg Packet Size Idle Min 

 

 

Essentially, the feature selection process reduced the 

dimensionality of the dataset to a smaller subset of highly 

informative attributes. Key points to note are: 

i. Traffic Flow Features: 

a. Total Backward Packets, Fwd Packets Length 

Total, Flow Bytes/s captures data transfer volume 

and direction and are crucial in distinguishing 

normal vs. attack traffic. 

ii. Packet Length and Timing Features: 

a. Fwd Packet Length Max/Mean, Bwd Packet 

Length Max, Packet Length Mean, Avg Packet 

Size describes variability in packet sizes. Affirming 

to the facts that attack traffic often exhibits 

abnormal distributions. 

b. Fwd IAT Total, Bwd IAT Total, Idle Min/Max 

defines the inter-arrival times and idle periods 

capture timing anomalies. Importantly, the DDoS 

or flooding attacks may show reduced idle times 

and uniform IATs. 

iii. TCP Flag Features: 

a. Fwd PSH Flags, Bwd PSH Flags, Fwd URG Flags, 

Bwd URG Flags, FIN Flag Count, CWE Flag 

Count are abnormal flag combinations often 

indicate suspicious sessions (e.g., port scans, 

connection resets). 

iv. Flow Behavior Features: 

a. Fwd Avg Bulk Rate, Bwd Avg Packets/Bulk, 

Subflow Bwd Packets/Bytes reflects session-level 

statistics that capture volumetric or bursty attack 

behavior which are also important for attack 

detection. 

4.3 Result Presentations  

Table 3 and figure 2 present the result of the RF and SVM 

algorithm on the selected features for attack detection from 

table 2. Metrics considered include accuracy, precision, 

recall, f1-score, and area under curve. 

 

Table 3: Result Presentation  

Algorithm Accuracy Precision Recall F1-

score 

AUC 

RF 0.9995 0.9998 0.9995 0.9997 0.9999 

SVM 0.9947 0.9975 0.9956 0.9966 0.9987 

 

The comparison of the performance of the attack detection 

models demonstrates that both the RF and SVM algorithms 

exhibited great performance in all the performance metrics, 

indicating their viability for intrusion detection. 
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Figure 2: Result Comparison 

 

The RF did slightly better than the SVM in all metrics. It 

was 99.95% accurate for predicting that nearly all the attack 

and normal traffic samples were classified correctly. With 

accuracy of 99.98%, it seldom labeled benign traffic as an 

attack, thereby minimizing false alarms a primary 

requirement in real-world security systems. Moreover, its 

99.95% recall guarantees that almost all cases of attacks 

were correctly identified, with barely any cases of missed 

threats. Its phenomenally high F1-score of 99.97% tells us 

that the model had a very high precision and recall ratio, 

while the 0.9999 AUC score tells us that it has nearly perfect 

ability to distinguish between normal and attack traffic. 

SVM, however, was equally robust. It was 99.47% accurate 

with an AUC of 0.9987 and was highly resistant to 

discriminating between attacks and normal traffic. Its 

accuracy (99.56%) and recall (99.75%) indicate SVM was 

highly accurate in eliminating false positives and capturing 

attacks, although slightly less reliable than RF. Its F1-score 

(99.66%) is also an indication of its ability for a good trade-

off between precision and recall, and it is also a good 

candidate to detect attacks. 

Overall, while both algorithms were excellent, RF had a 

slight lead over SVM and is the more trustworthy option to 

use in actual intrusion detection systems. The results show 

ensemble-based strategies like RF, by making decisions of 

many decision trees and combining them, are a right option 

to manage complexity and diversity in attack traffic. But the 

consistently high performance of SVM confirms that kernel-

based classifiers remain viable choices, especially in cases 

where interpretability or computational efficiency is needed. 

Finally, the GGA parameter setting was essential in model 

optimization. With a proper balance between feature 

reduction and accuracy, GGA chose useful traffic-based 

features capturing volume, timing, and flag-level behaviors 

of importance for intrusion detection. The optimization, on 

the other hand, witnessed RF, particularly, achieve perfect 

detection with the subset of features reduced, thereby 

confirming the effectiveness of GGA in model efficiency 

and accuracy improvement. 

5.0 Conclusion  

In this paper, the GGA was introduced as a novel feature 

selection algorithm for DDoS attack detection on the 

CICIDS2019 dataset. As opposed to conventional filter- and 

wrapper-based feature selection approaches, GGA leverages 

bio-inspired migratory and flocking behaviors to optimally 

address the tradeoff between global exploration and local 

exploitation and thereby address the problems of high-

dimensional network traffic data. Experimental findings 

confirmed that GGA effectively projected the initial feature 

space to a lower-dimensional subset of highly informative 

29 features effectively, lowering computational complexity 

significantly while increasing classification accuracy. SVM 

and RF classifiers learned using the optimized feature set 

enhanced detection, with RF achieving 99.95% accuracy 

and nearly ideal AUC measure of 0.9999. These results 

confirm GGA's ability not only to remove feature 

redundancy but also enhance the discriminant abilities of the 

detection models. The process of optimization also showed 

essential traffic features like flow behaviors, packet length 

distributions, and TCP flag anomalies that pointed toward 

their importance in classifying benign versus malicious 

traffic behaviors. Overall, this paper demonstrates that GGA 

is an effective metaheuristic to use in tackling cybersecurity 

issues such as intrusion detection system feature selection. 

Its ability to tackle the CICIDS2019 dataset demonstrates its 

potential to generalize to other cyber-threat detection tasks, 

therefore making it a suitable option to be part of the family 

of bio-inspired optimization algorithms for network security. 
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Follow-up studies can continue this work by integrating 

GGA into deep learning-based intrusion detection systems 

or applying it to real-time DDoS detection in big network 

scenarios. 
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