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Abstract: Vehicular Ad Hoc Networks (VANETS) provide communication between
vehicles and roadside infrastructure for safety, traffic management, and intelligent
transportation applications. However, the highly dynamic nature of VANETS exposes
vehicular communication to security threats including unauthorized access, spoofing, Sybil
attacks, data tampering, and privacy violations. This study presents a blockchain-based
security model for enhancing data integrity, privacy, authentication, and communication
reliability in VANETs. The proposed framework integrates a blockchain layer with a
Modified Stable Weighted Clustering (m-SWC) algorithm, cryptographic authentication,
pseudonymous identities, and a consensus mechanism. The model was evaluated through
simulation under different vehicle densities and attack conditions. Performance was assessed
using packet delivery ratio, end-to-end delay, authentication success rate, attack rejection,
communication overhead, and scalability. The results show that the proposed blockchain-
enabled VANET achieves higher and more stable packet delivery performance than
conventional approaches. Authentication performance also improved, with the Blockchain
VANET achieving a 97% authentication success rate and 95% attack rejection compared
with 86% and 78%, respectively, for the PKI system. The results further show that
blockchain introduces moderate additional latency because of consensus and verification
processes, but the delay remains within acceptable limits for real-time vehicular applications.
The system also demonstrates controlled communication overhead and robust scalability as
the number of vehicles increases from 50 to 200. The study therefore demonstrates that
blockchain integration provides an effective balance between security, reliability, and
scalability in VANET environments.
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1.0 Introduction

Vehicular Ad Hoc Networks are an important component of
intelligent transportation systems because they enable
vehicles to exchange information with other vehicles and
roadside infrastructure. Such communication supports
applications including collision avoidance, emergency
notification, traffic coordination, and other safety-critical
services.

Despite these benefits, VANET communication is
vulnerable to security and privacy threats. The dynamic
topology, high mobility of vehicles, and dependence on

distributed communication create opportunities for
malicious nodes to inject false information, modify
messages, impersonate legitimate vehicles, or obtain

sensitive information.

Traditional security approaches such as Public Key
Infrastructure (PKI) and centralized authentication can
provide protection but may introduce dependence on
centralized trust authorities and potential bottlenecks. The
literature reviewed in the study identifies the need for
security mechanisms capable of balancing security, resource
consumption, scalability, and real-time performance.

Blockchain provides a decentralized and tamper-resistant
mechanism for recording and validating transactions. In the
proposed framework, blockchain is combined with Modified
Stable  Weighted Clustering to improve secure
communication and network stability.

1.1 Research Problem

Existing VANET security mechanisms face challenges
involving centralized trust, data tampering, unauthorized
access, privacy exposure, and scalability. Security
mechanisms that focus only on authentication or privacy
may not adequately address the broader requirements of
secure vehicular communication.

Therefore, this study proposes a blockchain-based security
model that combines decentralized authentication,
immutable data storage, privacy-preserving mechanisms,
consensus  validation, and m-SWC-based network
organization.

1.2 Aim of the Study

The aim of this study is to develop a blockchain-based
security model for enhancing data integrity and privacy in
Vehicular Ad Hoc Networks.

1.3 Research Objectives

Develop a blockchain-based security framework for secure
V2V and V21 communication.

Integrate Modified Stable Weighted Clustering to improve
network stability and data forwarding.
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Implement decentralized authentication using blockchain
technology.

terms  of
and

Evaluate the
communication
scalability.

2.0 Related Work and Research Gap

proposed framework in
performance, security, latency,

Previous  studies  have investigated  blockchain,
authentication, privacy-preserving mechanisms, and trust
management for VANETs. Blockchain has attracted
attention because its decentralized ledger can provide
immutable records and support verification without
depending entirely on a centralized authority.

However, the literature indicates continuing challenges
involving computational requirements, scalability, and
latency. Existing studies frequently concentrate on
individual security concerns such as authentication or
privacy rather than providing an integrated framework
addressing security  and network  performance
simultaneously.

The research gap addressed by this study is therefore the
integration of blockchain-based security with network
optimization through Modified Stable Weighted Clustering,
with the objective of achieving secure, reliable, and scalable
vehicular communication.

3.0 Proposed Methodology

The proposed architecture consists of vehicles, Roadside
Units (RSUs), and a blockchain layer. Vehicles
communicate through Vehicle-to-Vehicle and Vehicle-to-
Infrastructure links. RSUs perform validation and participate
in the blockchain network, while blockchain nodes maintain
immutable transaction records.

3.1 Blockchain Security Layer

The blockchain layer provides decentralized authentication,
message verification, and immutable transaction storage.
This helps prevent unauthorized modification of transmitted
information and provides traceability for validated
transactions.

3.2 Modified Stable Weighted Clustering

The m-SWC algorithm is used to form stable vehicle
clusters and support efficient packet forwarding and
recovery. Stable clustering helps reduce communication
disruption resulting from vehicle mobility and network
instability.

3.3 Privacy Preservation

The framework uses cryptographic mechanisms and
pseudonymous identities to protect vehicle-related

information such as location and speed from unauthorized
parties.



3.4 Consensus

PBFT is used in the simulation to provide agreement among
blockchain participants while supporting low-latency
transaction validation. The simulation considered 50-200
vehicles, block times of 2-5 seconds, packet sizes of 256—
1024 bytes, and medium-to-high RSU density.

3.5 Simulation Environment

The study used NS-3 and SUMO for network and mobility
simulation, with OMNeT++ supporting communication-
layer simulation. The blockchain layer was represented
using Hyperledger Fabric/private Ethereum, with Python
and C++ used for implementation. The experimental
hardware included an Intel Core i7/Ryzen 7 processor, 16
GB RAM, and 512 GB SSD.

Methodology Flow Diagram
Blockchain-Based Security Model for Enhancing Data Integrity and Privacy
in Vehicular Ad Hoc Networks (VANETs)
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4.0 Results and Discussion

4.1 Packet Delivery Ratio

The proposed blockchain-enabled VANET consistently
achieved higher and more stable packet delivery
performance than conventional approaches across different
vehicle densities. The improvement is associated with
blockchain authentication and verification, which filter
malicious and unauthorized nodes before packet
dissemination. The system remained relatively stable even
as vehicle density increased.

4.2 End-to-End Delay

End-to-end delay increased as vehicle density increased
because of greater channel contention and processing
demands. The blockchain model introduced moderate
additional latency compared with conventional PKI
approaches because of transaction validation and consensus
processing. However, the delay remained within acceptable
limits for safety-critical VANET applications.

4.3 Authentication Performance

The authentication results demonstrate a clear improvement:

Model Authentication Attack Rejection
Success

PKI System 86% 78%

Blockchain VANET 97% 95%

The Blockchain VANET improved authentication success
from 86% to 97% and attack rejection from 78% to 95%.
This improvement is attributed to decentralized identity
verification against immutable blockchain records, enabling
unauthorized or spoofed identities to be detected before
network admission.

4.4 Communication Overhead

Communication overhead increased gradually with vehicle
density because more vehicles generated additional
authentication  requests, consensus operations, and
blockchain  transactions. However, the distributed
architecture spreads the communication load across RSUs
and blockchain nodes, reducing the possibility of a single
processing bottleneck.

4.5 Scalability

The scalability analysis considered networks ranging from
50 to 200 vehicles. The system remained stable at low and
medium densities. Beyond approximately 150 vehicles,
verification time and end-to-end delay increased slightly
because the PBFT mechanism had to process more
transactions. Nevertheless, packet delivery and throughput
remained within acceptable operational limits, and the
degradation was gradual rather than abrupt.



4.6 Comparative Analysis

Model Security Latency PDR Scalability
PKI Medium | Low Medium | Low
Centralized | Medium Medium Medium | Medium
Blockchain | High Moderate | High High
VANET

The proposed Blockchain VANET provides stronger
security, higher packet delivery performance, and better
scalability, while introducing moderate latency because of
blockchain verification and consensus.

5.0 Discussion

The findings demonstrate that blockchain integration
improves VANET  security through decentralized
authentication, tamper-resistant data storage, and message
verification. Higher PDR and authentication performance
indicate that malicious and unauthorized nodes can be
filtered before participating in communication.

The main trade-off is latency. Blockchain consensus
introduces  additional ~ processing compared  with
conventional authentication mechanisms. However, the
study reports that the additional latency remains within
acceptable limits for real-time vehicular applications.

RSU density also affects system performance. Higher RSU
density can improve verification speed and reduce
communication delay, although it increases infrastructure
requirements and deployment complexity.

6.0 Conclusion

This study developed and evaluated a blockchain-based
security model for enhancing data integrity, privacy,
authentication, and communication reliability in VANETS.
The framework combines blockchain, decentralized
authentication,  privacy-preserving  identities, PBFT
consensus, and Modified Stable Weighted Clustering.

The simulation results demonstrate that the proposed
approach achieves higher packet delivery performance and
substantially improved authentication compared with the
PKI model. The Blockchain VANET achieved 97%
authentication success and 95% attack rejection, compared
with 86% and 78% for PKI.

Although blockchain introduces moderate latency and
communication overhead, the system maintains acceptable
performance as network size increases. The gradual
degradation beyond approximately 150 vehicles indicates
that the proposed architecture remains scalable rather than
experiencing an abrupt centralized bottleneck.

Overall, the findings support the use of blockchain
combined with clustering-based optimization as a promising

43

ISAR Journal of Science and Technology; Vol-4, 1ss-9, 2026

approach for secure and scalable intelligent transportation
systems.

6.1 Contribution to Knowledge

The research contributes by integrating blockchain
technology with Modified Stable Weighted Clustering for
VANET security. The framework addresses authentication,
data integrity, privacy, and network efficiency within a
unified architecture rather than treating these concerns
independently.

6.2 Future Work

Future research should validate the framework using large-
scale real-world vehicular testbeds and investigate
lightweight consensus mechanisms to reduce computational
and communication overhead. Integration with edge
computing, 5G/6G networks, and machine-learning-based
intrusion detection may further improve scalability and
responsiveness.
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