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Abstract: The increasing use of encryption protocols such as Transport Layer Security (TLS)
and QUIC has reduced the effectiveness of conventional intrusion detection systems that rely
on packet payload inspection. This study proposes XCNN-AD, a lightweight Convolutional
Neural Network framework for anomaly detection in encrypted network traffic using flow-
level statistical features without decrypting packet contents. The framework was evaluated
using the CICIDS2017 and UNSW-NB15 benchmark datasets through a preprocessing
pipeline involving data cleaning, feature selection, normalization, class balancing, and
transformation of flow features into a structured spatial grid. The proposed model integrates
CNN-based feature extraction with Focal Loss, Mixup augmentation, dropout, batch
normalization, probability calibration, and Integrated Gradients for explainable detection.
Results on the CICIDS2017 test dataset showed that XCNN-AD achieved 97.93% precision,
recall, and F1-score, with an AUC-ROC of 0.9975 and a false positive rate of 0.42% across
2,522,362 test flows. The model outperformed MLP, LSTM, and Autoencoder baselines,
while ablation analysis confirmed the importance of the 2D spatial feature representation,
whose removal reduced the F1-score to 94.11%. The framework also demonstrated high
computational efficiency, with approximately 186,000 parameters, a 0.7 MB model size, and
a throughput of 91,006 flows per second on commodity CPU hardware. Temperature scaling
improved model calibration by reducing Expected Calibration Error from 0.065 to 0.012.
Overall, XCNN-AD provides an accurate, lightweight, privacy-preserving, and explainable
solution for encrypted traffic anomaly detection, although improving cross-dataset
generalisation remains an important direction for future research.
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I. Introduction

As internet communications increasingly rely on encryption
protocols such as TLS and SSH to protect data privacy,
traditional security methods like Deep Packet Inspection
(DPI) and signature-based detection have become less
effective because they cannot inspect encrypted content (Al-
Turaiki & Altwaijry, 2021). The document explains that
enterprise networks generate large volumes of encrypted
traffic, making it difficult to identify cyber threats such as
command-and-control  (C2) communications and data
exfiltration. While encryption enhances user privacy and
data security, it also provides attackers with a means to hide
malicious activities within legitimate encrypted connections
(Villegas-Ch et al., 2025). The document also identifies a
research gap. Although deep learning models such as
Convolutional Neural Networks (CNNs) and Long Short-
Term Memory (LSTM) networks have demonstrated high
detection accuracy, they often operate as "black boxes,"
providing little explanation for their decisions. This lack of
explainability reduces trust among cybersecurity analysts
during real-time threat detection. The study seeks to develop
an efficient, explainable, and real-time CNN-based anomaly
detection framework capable of identifying malicious
encrypted traffic without compromising encryption or user
privacy, thereby improving cybersecurity in enterprise
networks. As more internet communications use encryption
protocols such as TLS, traditional intrusion detection
techniques—such as signature-based detection and Deep
Packet Inspection (DPl)—can no longer inspect packet
contents without compromising encryption (Akbari et al.,
2022). Although flow-level statistical features (such as
packet size, duration, and traffic patterns) remain available
for analysis, many existing flow-based intrusion detection
methods have significant limitations. They often generate
high false alarm rates, fail to adapt to changing network
traffic and evolving cyberattacks, or require excessive
computational resources, making them unsuitable for real-
time deployment (Al-Turaiki & Altwaijry, 2021; Villegas-
Ch et al., 2025). Another major issue is that most modern
deep learning intrusion detection systems only classify
traffic as "Normal" or "Anomaly" without explaining why a
particular decision was made. This lack of transparency
reduces analysts' confidence in the system, slows incident
investigation, and contributes to alert fatigue in Security
Operations Centres (SOCs), where analysts must process
large numbers of security alerts (Amarasinghe et al., 2019;
Birihanu & Lendak, 2025). Hence, this study addresses the
need for a lightweight deep learning—based anomaly
detector that uses only flow-level statistical features for
encrypted traffic and provides per-alert feature-attribution
evidence to support analyst decision-making. The Research
Contributions as follows:
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i. Developed a lightweight CNN-based framework
(XCNN-AD) for privacy-preserving anomaly detection
in encrypted network traffic using flow-level features.

ii. Introduced a spatial feature-grid representation that
improves CNN-based traffic pattern learning and
detection performance.

iii. Integrated explainable Al using Integrated Gradients to
identify important network features influencing model
decisions.

iv. Demonstrated high detection accuracy with reduced
computational ~ complexity, enabling  efficient
deployment in resource-constrained environments.

The remainder of the sections are as follows. Section 2
presents the methodology adopted for the development and
evaluation of the proposed XCNN-AD framework,
including the research design, dataset selection,
preprocessing procedures, CNN architecture, and evaluation
strategy. Section 3 describes the model development
process, including the proposed architecture configuration,
optimization techniques, and cross-dataset evaluation
approach. Section 4 discusses the computational efficiency
analysis and explainability assessment of the framework.
Section 5 presents the experimental results, including binary
classification performance, ROC analysis, and ablation
study findings. Section 6 provides a detailed discussion of
the results, highlighting the implications, strengths, and
limitations of the proposed approach. Finally, Section 7
concludes the study by summarizing the major findings and
outlining future research directions.

I1. Methodology

The methodology describes the systematic process used to
design, develop, and evaluate a lightweight Convolutional
Neural Network (CNN) framework called XCNN-AD for
detecting anomalies in encrypted network traffic using flow-
level statistical features. The study follows a structured
machine learning approach to ensure the framework is
accurate, efficient, reproducible, and suitable for real-world
deployment. The study adopts a Design Science Research
(DSR) paradigm combined with a quantitative experimental
approach. DSR is used to design and evaluate the XCNN-
AD model as a practical cybersecurity solution, while
quantitative experiments measure its detection accuracy,
computational efficiency, and ability to generalise across
different datasets. Public benchmark datasets are used to
ensure reproducibility and comparison with previous
studies.

The methodology follows the CRISP-ML/Q (Cross-Industry
Standard Process for Machine Learning with Quality
Assurance) framework. The research progresses through
five main phases: Data Acquisition and Understanding,
Feature Engineering, Model Development, Evaluation,
Explainability and Deployments.
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+ Obtain CICIDS2017 & UNSW-NB15 datasets
+ Perform exploratory data analysis (EDA)
+ Characterise benign vs. attack distributions

+ Data cleaning

* Feature selection

* Normalization

* Resampling / Class balancing

* Model specification (two-block CNN architecture)
* Architecture design
« Configure training (Focal Loss, Mixup, Dropout,

BatchNorm)

« lIterative training
+ Post-training (probability calibration)

* Multi-class and binary evaluation

* Cross-dataset generalization

+ Comparative benchmarking (MLP, LSTM, AE)

« Statistical validation (ROC, PR, confusion matrix)

* Model validation and testing

* Explainability using Integrated Gradients
« Feature attribution heatmaps

+ Deployment considerations

« Inference efficiency and resource analysis

Figure 1: Activity Diagram - Research Design Flowchart Source: Researcher’s own illustration (2026)

Dataset Selection

Two widely recognised cybersecurity benchmark datasets,
CICIDS2017 and UNSW-NB15, are employed in this study
to evaluate the proposed intrusion detection framework.
CICIDS2017 is used for model development, training, and
in-domain testing, while UNSW-NB15 is used for cross-
dataset evaluation to assess the model’s generalisation
capability on unseen network traffic patterns. Both datasets
contain extensive network flow records representing normal
activities and multiple categories of cyber-attacks, making
them suitable for benchmarking intrusion detection systems
and evaluating the robustness of machine learning-based
security models.

Feature Engineering and Data Preprocessing

The raw network traffic data are transformed into structured
inputs suitable for CNN-based analysis through a systematic
preprocessing pipeline. The process involves data cleaning
to remove inconsistencies, feature selection to identify
relevant traffic attributes, missing value imputation, and
outlier treatment to improve data quality. The processed
features are then normalised and converted into structured
feature grids for CNN representation, followed by class
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balancing to address potential imbalance between normal
and attack traffic samples. This preprocessing framework
improves data consistency, enhances model learning
capability, and supports reproducible evaluation of the
proposed intrusion detection model.

CNN Architecture

The proposed CNN architecture is designed as a lightweight
model for efficient network anomaly detection. It consists of
two convolutional layers for feature extraction, followed by
batch normalisation and RelLU activation functions to
improve learning stability and nonlinear feature
representation. Two max-pooling layers are applied to
reduce feature dimensionality, after which the extracted
features are flattened and passed through two fully
connected dense layers. The final Softmax output layer
performs classification of network traffic categories. The
model contains approximately 186,000 parameters, making
it significantly smaller and computationally more efficient
than large-scale CNN architectures such as ResNet and
VGG, thereby supporting deployment in resource-
constrained environments.



ISAR Journal of Science and Technology; Vol-4, 1ss-8, 2026

Conv Block 1 Conv Block 2 Classification Head
f r’" N( 3
‘ | il |
| 1]
Input: Conv2D Batch ReLU Max Pooling [ |  Conv2D Batch ReLU Max Poolingi; Flatten Dense Dense  Softmax !
| | |
Feature Grid (32 Filters,  Normalization ~ Activation (2x2) || (64Fiters, Normalzation Activaion — (2x2) || (128) (64)  (Output) |
(32x8x1) 3x3) L 3x3) L s s '
‘ i | |@® @) 1O Nomal i
| o] |®
| | |
| » ~ | E o] |® Ofpoes |
\ ‘ || - 2 PortScan |
, - -Hi -+ Tk('g»-b,-bv-boz |
| I ¥ :
E 4 | 4 1 ! Y o Owebmmi
| —_— | I |
| | (e | Ot
| | | . |
i J (@ O buteForee |
I Output: 16 x 4 x 32 1 Output: 8 x 2 x 64 [ & = &) %l
\ A b8 )
Legend
°
Convolution Batch /' RelU Max Pooling _®  Fully Connected Softmax
Feature Maps Normalization —<  Activation (Downsampling) o (Dense) Probabilities
°

Architecture: (32 x 8 x 1) — Conv Block 1 — Conv Block 2 — Classification Head — Output Probabilities

Figure 1: Proposed Lightweight CNN Architecture for Encrypted Network Traffic Anomaly Detection

Figure 1 illustrates the architecture of the proposed
lightweight Convolutional Neural Network (CNN)
framework for detecting anomalies in encrypted network
traffic using flow-level features. The model begins with an
input feature grid representation of network traffic data,
which is processed through two convolutional blocks
consisting of convolutional layers, batch normalisation,
ReLU activation, and max-pooling operations for feature
extraction and dimensionality reduction. The extracted

features are then flattened and passed through fully
connected dense layers before reaching the Softmax output
layer, which performs traffic classification. With
approximately 186,000 trainable parameters and a compact
model size, the architecture provides an efficient alternative
to larger CNN models such as ResNet and VGG, making it
suitable for real-time intrusion detection applications with
limited computational resources.

Model Evaluation

Table 1: Evaluation Metrics Used for Assessing the XCNN-AD Framework

Evaluation Metric

Formula / Measurement Basis

Purpose in Model Evaluation

Accuracy Ratio of correctly classified samples (both normal | Measures the overall correctness of the model in classifying
and attack traffic) to the total number of samples network traffic instances.
Precision Proportion of correctly detected attacks among all | Evaluates the reliability of attack predictions and indicates the

samples predicted as attacks

level of false alarms generated by the model.

Recall (True Positive
Rate)

Proportion of actual attacks correctly identified by
the model

Measures the ability of the model to detect malicious
activities and minimise missed attacks.

F1-score Harmonic mean of precision and recall Provides a balanced assessment between attack detection
capability and false alarm reduction, especially for
imbalanced datasets.

False Positive Rate | Ratio of normal traffic incorrectly classified as | Determines the frequency of false alerts produced by the

(FPR) malicious traffic intrusion detection system.

Area Under the ROC
Curve (AUC-ROC)

Measures the model’s ability to distinguish between
normal and attack classes across different
classification thresholds

Evaluates overall discrimination capability and robustness of
the classifier.
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The XCNN-AD framework in Table 1, is evaluated using
multiple performance metrics to provide a comprehensive
assessment of its detection capability. Accuracy provides an
overall measure of classification performance, while
precision, recall, and Fl-score evaluate the model’s
effectiveness in identifying cyber-attacks while controlling
false predictions. The False Positive Rate measures the
occurrence of unnecessary security alerts, which is critical
for practical intrusion detection systems. The AUC-ROC
further assesses the model’s ability to separate normal and
malicious traffic across different decision thresholds,
ensuring a reliable evaluation of the proposed framework.

1. Results and Discussion

The XCNN-AD framework was implemented using Python-
based machine learning libraries, including PyTorch, Scikit-
learn, Pandas, NumPy, Captum, and MLflow, to support
reproducible model development, deterministic training, and
systematic  experiment  tracking. The experimental
evaluation was performed on a standard CPU-based
computing environment, demonstrating that the proposed
lightweight CNN architecture can achieve efficient
operation without dependence on high-performance GPU
hardware. The implementation followed a structured
software design with separate modules for data
preprocessing, model training, performance evaluation,
explainability analysis, and experiment logging. The
proposed framework was evaluated using the CICIDS2017
and UNSW-NB15 benchmark datasets to represent realistic
network traffic conditions. Before model training, the
datasets underwent comprehensive data preparation and
feature engineering procedures to improve data quality and
enhance learning performance. The preprocessing pipeline
involved removing duplicate records, replacing invalid and
infinite values, eliminating constant features, performing
exploratory data analysis to understand feature distributions
and class imbalance, and selecting relevant network flow
features for CNN-based representation. These procedures
ensured that the input data were consistent, reliable, and
suitable for effective training of the proposed anomaly
detection model.

IVV. Model Development

The proposed XCNN-AD architecture was developed as a
lightweight deep learning framework for encrypted network
traffic anomaly detection. The model consists of two
convolutional blocks incorporating  convolutional
operations, batch normalisation, ReLU activation functions,
and max-pooling layers for effective feature extraction and
dimensionality reduction. The extracted representations are
processed through fully connected layers with dropout
before classification through a Softmax output layer. To
enhance model robustness and learning performance, the
framework integrates Focal Loss to address class imbalance,
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Mixup data augmentation to improve generalisation,
AdamW optimisation with cosine annealing learning-rate
scheduling for efficient parameter updates, and temperature
scaling to improve prediction confidence calibration.

Cross-Dataset Evaluation

The cross-dataset generalisation capability of the XCNN-
AD framework was evaluated by training the model on
CICIDS2017 and directly testing it on the independent
UNSW-NB15 dataset without additional retraining. The
model achieved an accuracy of 87.35% and a macro F1-
score of 46.62%. However, the binary precision, recall, and
F1-score showed a substantial reduction, indicating that
although the model performs strongly under in-domain
evaluation, transferring learned traffic patterns across
different datasets remains challenging. This highlights the
need for further investigation into domain adaptation
strategies and more robust feature representations for cross-
network generalisation.

Table 2: Cross-Dataset Evaluation Metrics (CICIDS2017 —
UNSW-NB15, n = 381,008)

Metric Value
Accuracy 0.8735
Precision 0.0000
Recall 0.0000
F1-score (Binary) 0.0000
False Positive Rate (FPR) 0.0000
True Positive Rate (TPR) 0.0000
AUC-ROC 0.5000
F1-score (Macro) 0.4662

The cross-dataset evaluation results in Table 2, demonstrate
a clear performance gap between in-domain and external
dataset testing. Although the model maintained reasonable
overall accuracy, the zero binary precision, recall, and F1-
score together with an AUC-ROC of 0.5000 indicate limited
capability in distinguishing attack samples within the unseen
UNSW-NB15 dataset. This suggests that dataset-specific
characteristics, traffic distribution differences, and attack
representation variations significantly influence
generalization performance.

Computational Efficiency Analysis

The computational efficiency evaluation demonstrates that
the XCNN-AD framework satisfies the targeted
requirements  for lightweight and resource-efficient
deployment. Benchmarking results confirmed that the model
achieved a p95 inference latency of <20 ms and a
throughput of >10,000 network flows per second using
commodity CPU hardware, indicating its suitability for real-
time anomaly detection applications without reliance on



specialised computing resources. The model has a compact
size of approximately 0.7 MB based on the serialised
PyTorch state dictionary, which remains well below the 5
MB deployment threshold and supports implementation in
memory-constrained  environments.  Furthermore, the
architecture contains approximately 186,000 trainable
parameters, substantially fewer than large-scale CNN
architectures such as VGG-16 with 138 million parameters
and ResNet-50 with 25 million parameters, highlighting the
efficiency of XCNN-AD while maintaining effective
detection capability.

Figure 2 presents a comparative analysis of the evaluated
models based on their detection performance and
computational efficiency. The x-axis represents the
processing throughput (flows per second), indicating the

ISAR Journal of Science and Technology; Vol-4, 1ss-8, 2026

speed at which each model can analyse network traffic,
while the y-axis represents the binary F1-score, reflecting
the balance between attack detection capability and false
alarm reduction. XCNN-AD achieved the highest F1-score
of 0.9793 while maintaining a throughput of approximately
91,006 flows per second, demonstrating a strong balance
between accuracy and computational efficiency. Compared
with the baseline models, XCNN-AD provides superior
detection performance while requiring fewer computational
resources, highlighting the effectiveness of its lightweight
CNN architecture. Although some baseline models achieved
comparable throughput or accuracy, XCNN-AD provides
the most favourable trade-off, making it suitable for real-
time intrusion detection applications where both detection
accuracy and processing speed are critical.

Efficiency vs. Accuracy Trade-off
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Figure 2: Scatter plot comparing all evaluated models on two axes: binary F1-score (y-axis) versus p95 inference latency in
milliseconds (x-axis).

Figure 3 illustrates the explainability analysis of the XCNN-
AD framework using Integrated Gradients implemented
through the Captum library. The heatmap provides a visual
interpretation of how individual network flow features
influence the CNN’s classification decision for a
representative DoS attack sample. The 8 x 8 feature grid
represents the transformed network traffic attributes used as
model input, where red regions indicate features that
contribute positively towards attack classification, while
blue regions represent features with negative influence. The
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analysis highlights the relative importance of specific traffic
characteristics, with the five most influential features
identified as Total Length of Bwd Packets, Packet Length
Mean, Fwd IAT Std, Packet Length Std, and Bwd Packet
Length Std. By providing feature-level attribution
information, the Integrated Gradients approach improves
model transparency, enhances trust in automated intrusion
detection decisions, and supports cybersecurity analysts in
understanding the factors contributing to attack
identification.
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Figure 3: Integrated Gradients Attribution Heatmap for a Representative DoS Attack Flow

Experimental Results

Table 2: Binary Classification Performance of XCNN-AD on CICIDS2017 Dataset

Evaluation Metric Performance Interpretation
Value
Precision 97.93% Indicates that most traffic samples classified as attacks were correctly identified, demonstrating a
low rate of false attack predictions.
Recall (True Positive | 97.93% Shows the model’s ability to successfully detect actual malicious traffic while minimising missed
Rate) attacks.
F1-score 97.93% Demonstrates a balanced performance between precision and recall, confirming effective attack
detection capability.
AUC-ROC 0.9975 Indicates excellent discrimination ability between normal and malicious traffic across different
classification thresholds.
False Positive Rate | 0.42% Shows that only a small proportion of legitimate traffic was incorrectly classified as malicious.
(FPR)
The XCNN-AD framework in Table 2, achieved strong model can accurately distinguish between normal and
binary classification performance on the CICIDS2017 malicious network traffic while maintaining a low rate of
dataset, attaining a precision, recall, and F1-score of false alarms, supporting its suitability for practical intrusion
97.93%, with an AUC-ROC value of 0.9975 and a low false detection applications.

positive rate of 0.42%. These results demonstrate that the
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ROC Curves — XCNN-AD vs. Baselines
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Figure 4: ROC Curve Comparison of XCNN-AD and Baseline Models on CIC

Figure 4 presents the Receiver Operating Characteristic
(ROC) curves comparing the classification performance of
the proposed XCNN-AD framework with three baseline
models, namely Multilayer Perceptron (MLP), Long Short-
Term Memory (LSTM), and Autoencoder (AE), on the
CICIDS2017 binary classification task. The ROC curve
illustrates the trade-off between the True Positive Rate and
False Positive Rate across different classification thresholds,
while the Area Under the Curve (AUC) provides an overall
measure of model discrimination capability. XCNN-AD
achieved the highest AUC value of 0.9975, outperforming
the MLP (0.9930), LSTM (0.9945), and Autoencoder
(0.9700) baseline models. The curve of XCNN-AD remains
closer to the upper-left corner, indicating superior ability to
correctly identify malicious traffic while maintaining a low
false positive rate. These results demonstrate that the
proposed lightweight CNN architecture provides stronger
classification performance and better separation between
normal and attack traffic compared with the evaluated
baseline approaches.

V. Ablation Study

The ablation study was conducted to evaluate the
contribution of individual components within the XCNN-
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AD architecture and to determine their influence on overall
detection performance. As shown in Figure 5, the complete
XCNN-AD model achieved the highest binary F1-score of
0.9793, confirming the effectiveness of the integrated
architecture. Removing the spatial grid representation
produced the largest performance decline, reducing the F1-
score to 0.9411, which indicates that the two-dimensional
feature representation plays a critical role in enabling the
CNN to capture meaningful traffic patterns. Excluding Focal
Loss also resulted in a noticeable reduction in performance
(F1-score = 0.9547), demonstrating its importance in
handling class imbalance and improving attack detection.
Similarly, removing Batch Normalisation reduced the F1-
score to 0.9600, highlighting its contribution to training
stability and model optimisation. Other component
removals, including Mixup augmentation, dropout, and
replacement of Focal Loss with weighted cross-entropy, also
resulted in reduced performance compared with the
complete  model. These findings confirm that each
component of the XCNN-AD framework contributes
positively to detection performance, with the spatial feature
grid, Focal Loss, and Batch Normalisation identified as the
most influential components.
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Ablation Study — Binary F1 Comparison
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No BatchNorm 1 0.9600
Mo Focal Loss (CE) 1 0.9547
No MixUp 1 0.9678
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Figure 5: Ablation Study Results Showing the Effect of Individual XCNN-AD Components on Binary F1-score

V1. Discussion

The findings demonstrate that the XCNN-AD framework
provides an effective lightweight approach for encrypted
network traffic anomaly detection by combining high
detection accuracy, computational efficiency, and
explainability. The model achieved strong in-domain
performance on the CICIDS2017 dataset, attaining a binary
F1-score of 97.93%, an AUC-ROC of 0.9975, and a low
false positive rate of 0.42%, indicating its capability to
accurately distinguish between normal and malicious traffic.
The ablation analysis further confirms that the major
architectural components contribute significantly to
performance, with the spatial feature grid representation,
Focal Loss, and Batch Normalisation having the greatest
impact on classification accuracy.

The computational evaluation shows that XCNN-AD
maintains a favourable balance between accuracy and
efficiency, achieving high throughput and low inference
latency while using substantially fewer parameters than
conventional large CNN architectures. This lightweight
design supports potential deployment in resource-
constrained cybersecurity environments. Furthermore, the
integration of Integrated Gradients enhances model
transparency by identifying the network flow features
influencing classification decisions, addressing the common
limitation of deep learning models operating as black boxes.

However, the cross-dataset evaluation revealed limitations
in generalisation capability when the model was trained on
CICIDS2017 and tested on UNSW-NB15 without
retraining. Although the model maintained reasonable
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accuracy, the significant reduction in binary detection
metrics indicates that differences in dataset characteristics,
traffic distributions, and attack representations remain
challenging. Therefore, future studies should investigate
domain adaptation techniques, additional benchmark
datasets, and more robust feature-learning strategies to
improve cross-network generalization.

VI11.Conclusion

This study developed and evaluated XCNN-AD, a
lightweight, privacy-preserving CNN-based framework for
detecting anomalies in encrypted network traffic using flow-
level features. The model demonstrated strong in-domain
performance on the CICIDS2017 dataset, achieving a binary
F1-score of 97.93%, AUC-ROC of 0.9975, and a low false
positive rate of 0.42% across 2,522,362 test flows. The
ablation analysis confirmed that all components contributed
to performance, with the 2D spatial feature grid identified as
the most influential component. The framework also
achieved high computational efficiency through reduced
model complexity, low memory requirements, and high
throughput, making it suitable for resource-constrained
deployment. Furthermore, the integration of Integrated
Gradients improved model interpretability by identifying
network features that influenced classification decisions.
However, cross-dataset evaluation revealed limitations in
generalisation ~ when transferring  knowledge from
CICIDS2017 to UNSW-NB15, indicating the need for
further improvement in handling variations in traffic
characteristics and attack distributions. Future research
should investigate additional benchmark datasets, domain
adaptation  strategies, adversarial and concept-drift



scenarios, and the stability of explainability outputs after
retraining. Therefore, XCNN-AD provides an efficient,
explainable, and privacy-preserving approach for encrypted
traffic anomaly detection while highlighting the challenges
of achieving robust cross-network generalisation.
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