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Abstract: Social media platforms rely heavily on centralized data storage and opaque data-sharing
practices, exposing users to privacy breaches and unauthorized profiling. This paper presents a
blockchain-based privacy control system that enables social media users to define, monitor, and
revoke consent for data access and advertisement targeting. The system employs smart contracts
deployed on the Ethereum blockchain to store user consent, manage third-party authorization, and
maintain immutable access logs. A Design Science Research and Object-Oriented Analysis and
Design approach guide the development of the system architecture, including user interface, smart
contract layer, blockchain network, and audit dashboard. The implemented prototype is evaluated
using gas usage and execution time for core operations set Consent, set Authorization, and request
Access. Results show that all operations complete within milliseconds with moderate gas
consumption, indicating that on-chain consent management is feasible for interactive social media
scenarios. The findings suggest that blockchain can enhance transparency, user autonomy, and
accountability in social media privacy management, although scalability and regulatory integration
remain important directions for future work.
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1. Introduction

Social media platforms such as Facebook, Twitter, and Instagram
have transformed communication but

data access and advertisement targeting, and to empirically
evaluate its performance on an Ethereum test network. Figure 1
depicts the Design Science Research process followed in

rely on centralized
architectures that aggregate and monetize user data with limited
transparency. High-profile incidents have exposed users to identity
theft, profiling, and unauthorized surveillance. Existing privacy
settings are complex, provider-controlled, and often insufficient to
prevent data misuse. Blockchain provides decentralization,
immutability, and transparent logging, making it a strong candidate
for privacy-preserving consent management. However, most
existing works remain conceptual or platform-specific and do not
offer a practical, end-to-end framework for user-controlled data
access on mainstream social networks. This paper aims to design
and implement a blockchain-based privacy control system that
allows social media users to set, monitor, and revoke consent for
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constructing the blockchain-based privacy control system for social
media users: the study first identifies privacy and consent-
management weaknesses in centralized social media and
formulates clear design objectives for user-controlled data access;
based on these objectives, the core artifacts—smart-contract box,
access-request logic, user interface, and audit-trail components—
are designed and implemented on Ethereum; the prototype is then
demonstrated by handling user consent, processing third-party
access requests, and logging all actions immutably; finally, its
performance is evaluated using gas usage and execution time, and
the insights obtained are used to refine both the artifact and the
underlying design guidelines for privacy-preserving consent
management.
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Figure 1: Design Science Research process applied to the
development of the blockchain-based privacy control system.

Table 1 summarises how privacy and security risks on centralized
social media platforms have evolved from broad, conventional
threats to more sophisticated and targeted attacks. Conventional
threats such as spam, malware, phishing, and identity theft exploit
large user bases with generic, often automated campaigns that aim
to steal credentials or compromise devices. Modern threats,
including profile cloning, click-jacking, de-anonymisation, and
account hijacking, leverage platform-specific features and rich
metadata to manipulate interfaces, strip away pseudonymity, or
take over accounts, thereby amplifying privacy loss. Targeted
threats such as cyber-bullying, cyber-grooming, and cyber-stalking
focus on individual users, using harvested personal information
and persistent contact to cause psychological harm, coercion, or
harassment, and thus represent a severe form of privacy violation
in online social networks.

Table 1: Key privacy and security challenges in centralized social
media platforms.(Jain et al., 2021)

Threats on Online Social Networks

Conventional threats | Modern threats Targeted threats

1 Spam Profile cloning Cyber-bullying

2 Malware Click-jacking Cyber grooming

3 Phishing De-Anonymization | Cyber-stalking

4 Identity theft Hijacking
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2. Related Work and Background

This section reviews blockchain fundamentals, privacy and
security challenges in social media, and prior blockchain-based
solutions for online social networks. The decentralization,
consensus mechanisms were summarized, and smart contracts,
then discuss privacy risks including unauthorized third-party
access and limited user control over data flows. Representative
works on was reviewed blockchain for social media privacy,
decentralized identity, and access control, highlighting their
strengths and limitations and identifying gaps in practical, user-
facing consent management.

Figure 2: Conceptual comparison between centralized social media

architecture and blockchain-based consent management.

Feature Centralized Social Blockchain-based
Media Architecture Consent Management
Data Storage Centralized Distributed ledger
Servers(owned by a (across a peer-to-peer
corporation) network)
Control & Corporation has User maintains
Ownership ultimate control over verifiable control and
data use. ownership of their
consent their consent
records.
Transparency Opaque (requires trust | Transparent &
in the company). auditable (verifiable
via the ledger).
Consent Model | Implicit, “all-or- Explicit, granular and
nothing” privacy user-manged
policies. permisions.

Figure 2 contrasts conventional centralized social media with a
blockchain-based consent management model by aligning four key
features side by side: in the centralized architecture, user data are
stored on corporation-owned servers, giving the platform ultimate
control over data use and enforcing opaque, “all-or-nothing”
privacy policies that users must accept to participate; in the
blockchain-based model, the same functions are re-imagined on a
distributed ledger, where consent records are stored across a peer-
to-peer network, users retain cryptographically verifiable control
over how their data may be accessed, all operations are transparent
and auditable on the ledger, and privacy is enforced through
explicit, fine-grained, user-managed permissions rather than
blanket terms and conditions.
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Table 3: Summary of representative blockchain-based privacy solutions for social media and related domains.

Theoretical Framework

Findings

Limitations

Authors and Years

Blockchain Technology

Methodology
Quantitative analysis
(content  analysis  and

sentiment analysis)

Communicating
responsible  management
and the role of blockchain
technology: social media
analytics for the luxury
fashion supply chain

Reliance on  publicly
available data from social
media, comprising

corporate statements
emanating from
managers is a major

Oguntegbe et al., (2023)

limitation in this study.

Blockchain,
crowdfunding,
cryptocurrencies,

Blockchain Technology

Tracking
Evolution
Entrepreneurial

the

Digital | The study is limited to
of | the interplay among

Bogusz et al., (2020)

English speaking users of

initial  coin  offerings Finance: The Interplay | social media
(ICOs), social media Between Crowdfunding,
analytics (SMA) Blockchain Technologies,
Cryptocurrencies, and
Initial Coin Offerings
Decentralized Digital | Blockchain Technology Decentralized Governance | One dimension of | Chenetal., (2021)

Technology

of Digital Platforms

strategic leadership,

the study examines a key
aspect of governance

Steem Blockchain Blockchain Technology Steem Blockchain: Mining | Focused only on | Guidi et al., (2020)
the Inner analyzing the Steem
Structure of the Graph blockchain's transaction
graph.

Steemit User Activity Analysis and
Time-Series ~ Correlation

Blockchain-based AnalysisS

The role of cryptocurrency
in the dynamics of

blockchain-based
networks:

This work does consider
only one platform and the
analysis  of  rewards
focuses on the hubs,

Baet al., (2022)

social

3. Methodology and System Model

3.1 Research Design

The study follows a Design Science Research Methodology
combined with Object-Oriented Analysis and Design. The core
artifact is a set of Ethereum smart contracts that implement consent
storage, authorization management, and access logging.

3.2 System Architecture

The proposed architecture comprises a user interface layer, smart
contract layer, blockchain network, storage, and an audit/analytics
dashboard. Users set or revoke consent via the interface;
transactions are sent to the smart contract, which enforces access
rules and writes events to the blockchain. Figure 2 presents the
proposed system architecture, in which users specify their consent
preferences through a user interface that writes to a smart contract
responsible for storing consent settings and logging all data-access
events; when a third party issues a data request, the request is
routed via the blockchain network to the access control and
verification component, which checks the on-chain consent rules
and returns a grant-or-deny decision to the smart contract and the
data access API, where the decision is enforced; all access events
are continuously forwarded as logs to an audit and analytics
dashboard for transparency and compliance monitoring, while an
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optimisation engine analyses these logs to tune system parameters
and improve both performance and resource efficiency of the
privacy control system.

User
Interface

e Blockchain Network \\\
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Contract

Access Control
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Access Evennts
e /

Access Logs Data Access
R API
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& Resource Efficiency

Figure 2: Proposed system architecture of the blockchain-based
privacy control system.
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3.3 High-Level Workflow and Data Flow

When a user specifies data-sharing and advertising preferences, the
Ul formats the request as a transaction. The smart contract
validates the request, updates consent records, and logs the event.
Third-party requests are checked against stored consent and
authorization mappings. Figure 4 illustrates the consent lifecycle:
the process begins with the user, who either accepts the social-
media platform’s (e.g., Facebook’s) terms and conditions or exits
the process if consent is denied; once consent is granted, the user’s
profile data and advertising preferences are shared with online
advertisers, while a parallel check assesses whether the supplied
data appear fake or misleading—suspicious patterns are routed to
an optimisation engine that adjusts system parameters to improve
detection performance and resource use; for legitimate data, the
advertiser attempts to open a blockchain block, and when this
succeeds the user information is stored as “clean data,” meaning
that the consented, verified attributes are immutably recorded for
compliant, privacy-aware advertising use.

Accept
Facebook
Condition?

Data
Ad Preferences
Others

ONLINE
ADVERTISER

OPEN

@ BLOCK?
OPTIMIZATION ENGIN

Improve Performance
& Resource Efficiency

Figure 4: Consent lifecycle data flow diagram.
3.4 Implementation Environment

The prototype is implemented using Solidity smart contracts
deployed with Hardhat on a local Ethereum test network. Node.js
and TypeScript provide the backend, with Web3.js/Ethers.js
handling on-chain interactions. MetaMask is used for wallet
management and transaction approval.

Table 3. Tools and technologies used in system implementation.

4. Results

4.1 Input and Output Interfaces

The input interface lets users define consent and authorization
using structured forms. When preferences are submitted,
MetaMask prompts the user to sign and broadcast the transaction.
After confirmation, an access log interface displays on-chain
events.
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Figure 5: User interfaces for consent configuration, transaction
confirmation, and access log dashboard.

Figure 5 presents the key user interfaces that support the privacy
control workflow: the consent-configuration screen allows users to
specify which categories of personal data may be shared with third-
party applications and under what conditions; the transaction-
confirmation interface prompts users to review and authorize
individual access or policy-update transactions before they are
committed to the blockchain, thereby enforcing explicit, fine-
grained consent; finally, the access-log dashboard visualizes on-
chain records of who accessed which data, when, and under which
consent rule, providing users and auditors with transparent
monitoring, anomaly detection, and compliance reporting
capabilities.

4.2 Performance Evaluation

Three core smart contract functions are evaluated: set Consent, set
Authorization, and request Access. For each, gas usage and
execution time are measured on the Ethereum test network, Figure
4.
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Table 4: Smart contract performance metrics for core operations.

Elapsed (ms) Gas Used
Set consent 295544 0.0003
Set Authorization 154201 0.0034
Request Access 2983 0.001

Figure 6 compares the gas consumption and execution time of
three core smart-contract operations in the privacy control system:
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Set Consent and Set Authorization incur the highest gas usage,
reflecting the cost of writing new consent and authorization rules to
the blockchain, whereas Request Access requires only a small
amount of gas because it mainly reads existing on-chain state;
however, despite the higher gas usage, all operations complete
within a few milliseconds, indicating that the observed latency is
acceptable for interactive consent management while still
highlighting that further optimization should focus on reducing the
cost of write-intensive transactions.
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Figure 6: Bar charts of gas usage and execution time per operation.

5. Discussion

The results show that the proposed Ethereum smart contracts can
enforce consent and access control with millisecond-scale latency
and moderate gas usage, where setConsent and setAuthorization
incur higher costs due to state updates, while requestAccess
remains lightweight for frequent querying. Overall, this indicates
that on-chain consent management is technically viable for
interactive social media workloads, particularly if combined with
standard gas-optimization techniques and migration to Layer-2
networks to improve scalability. Beyond performance, the design
contributes explicit, auditable consent records and access logs
directly at the blockchain layer, addressing the opacity of
traditional social media privacy settings and strengthening
accountability for third-party data use. At the same time, the
prototype is limited to a test-network deployment and a simplified
workload, so future work should examine usability, large-scale
stress behaviour, integration with off-chain storage, and alignment
with emerging data-protection regulations.

6. Conclusion and Future Work

This study has proposed and evaluated a blockchain-based privacy
control system that repositions user consent as a verifiable, on-
chain asset rather than an opaque checkbox controlled by
centralized platforms. By combining smart contracts, a consent-
aware access API, and an audit dashboard, the prototype
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demonstrates that fine-grained, transparent consent management
can be achieved with acceptable latency and moderate gas costs,
while also generating immutable logs for accountability and
compliance monitoring. Therefore, the work provides both an
architectural blueprint and an empirical indication that social-
media consent can be enforced at infrastructure level instead of
through informal policy statements. Future work will extend the
prototype beyond a controlled test-network setting to more realistic
workloads and multiple social-media platforms, investigate
integration with off-chain storage and emerging Layer-2 scalability
solutions, and explore formal verification of smart-contract logic.
Further research is also required on usability, incentive design for
third-party developers, and alignment with evolving data-
protection regulations, so that the technical guarantees of
blockchain-based consent can translate into practical, user-centred
privacy in real deployments.
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