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Abstract: This study examines the intersection of artificial intelligence and decentralized finance by 

proposing a network-based approach to modeling systemic financial risk in tokenized asset 

ecosystems. The conceptual foundation redefines risk as a relational property of graph structures 

rather than a scalar function, emphasizing the emergent behavior of decentralized financial protocols. 

The methodology integrates directional graph attention networks, specifically the DEDGAT 

architecture, trained on real and synthetic blockchain data to assess both inbound vulnerability and 

outbound contagion. Empirical findings demonstrate that the model significantly outperforms 

traditional benchmarks in identifying early-warning indicators, accurately detecting structurally 

critical nodes, and providing interpretable risk signals. The results confirm that directed graph 

embeddings enable more granular and adaptive risk stratification than symmetric or tabular models. 

The discussion of the findings situates this work within the latest literature on graph neural networks 

in finance, highlighting its contributions to regulatory visibility, DAO governance, and real-time 

monitoring. The conclusion affirms the effectiveness of DEDGAT as a scalable and policy-relevant 

tool for navigating the systemic fragilities of tokenized financial systems, while acknowledging the 

limitations imposed by synthetic validation data and current interpretability constraints. 
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 1. Introduction 
 

The global financial system has undergone a profound 

transformation over the past few decades, transitioning from 

institutionally controlled, paper-based structures to increasingly 

digitized, automated, and algorithmically mediated frameworks. 

Central to this ongoing transformation is the convergence of two 

technological paradigms: the decentralization of financial 

instruments through blockchain-based assets and the computational 

empowerment of financial analytics through artificial intelligence 

(AI). This convergence has created an emergent class of financial 

environments characterized by non-traditional asset forms, fluid 

market dynamics, and real-time decision architectures. As these 

digital ecosystems expand in complexity and systemic relevance, 

so too do the risks embedded within them, requiring novel models 

of risk detection, measurement, and mitigation that can operate 

within and across distributed networks (Taheri & Taieby, 2025). 

 

The increasing digitization of assets—through tokenization, smart 

contracts, and decentralized platforms—has redefined not only 

how value is represented but also how it is transferred, monitored, 

and manipulated. Tokenized assets, ranging from stablecoins and 

utility tokens to non-fungible tokens (NFTs) and tokenized 

securities, have introduced both unprecedented opportunities and 

considerable challenges. These instruments promise frictionless 

cross-border transfers, programmable compliance, and inclusive 

participation in global markets. Yet, their technological 

infrastructure remains immature, governance structures are often 

ambiguous, and their susceptibility to systemic risk is not yet fully 

understood. The rapid proliferation of such assets has thus 

outpaced the development of adequate regulatory frameworks and 

risk management protocols, particularly in environments that 

operate without centralized oversight (Bramwell & Rawding, 1996; 

Dunlap et al., 2000). 

 

Concurrently, AI technologies have evolved from theoretical 

constructs to practical tools that can learn, adapt, and perform 

complex analytical tasks with minimal human intervention 

(Altman, 1976). In financial contexts, AI enables the modeling of 

nonlinear dependencies, the detection of subtle anomalies, and 

forecasting of high-dimensional variables in near real time. 

Techniques such as supervised learning, unsupervised clustering, 

reinforcement learning, and neural networks are now deployed 

across domains ranging from credit scoring to algorithmic trading 

(Taheri & Taieby, 2025). Among these, graph-based neural 

architectures and network science have become increasingly 

prominent for analyzing financial systems, particularly those 

characterized by interconnected, decentralized, and emergent 

behaviors. 

https://isarpublisher.com/journal/isarjst
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The rise of decentralized finance (DeFi) has intensified these 

challenges. Unlike traditional finance, DeFi ecosystems lack 

centralized gatekeepers, rely on immutable smart contracts, and 

operate across chain boundaries. These characteristics make them 

more vulnerable to novel forms of systemic fragility, such as 

protocol interdependencies, liquidity mining feedback loops, and 

ungoverned composability  .Traditional financial risk models—

such as Value-at-Risk (VaR), stress testing, and even agent-based 

modeling—often fall short in this context due to their scalar 

assumptions and limited ability to capture relational or topological 

phenomena (Buhalis, 1998; Bonnes & Secchiaroli, 1995; Doggart 

& Doggart, 1996). 

 

Thus, this study proposes a graph-based approach that 

reconceptualizes systemic risk not merely as an aggregation of 

asset volatilities but as a structural condition arising from 

directional relationships among smart contracts, tokens, vaults, and 

user behaviors. We introduce the Dual Embedding Directed Graph 

Attention Network (DEDGAT), a deep learning architecture 

designed to detect and interpret systemic risk in tokenized financial 

ecosystems. The model is trained on both simulated and empirical 

data, allowing it to identify both latent vulnerabilities and 

observable fault patterns across financial graphs  

 

 2. Theoretical Framework 
 

The theoretical foundation of this research lies at the intersection of 

computational intelligence, financial innovation, and systemic 

modeling. Each element in the title—Artificial Intelligence (AI), 

Financial Risk Modeling, Tokenized Assets, and Network-Based 

Analysis—represents a rapidly evolving research domain. Their 

convergence in recent years, particularly after the explosive growth 

of decentralized finance (DeFi) and the maturity of graph-based AI 

architectures, has laid the groundwork for a new paradigm in risk 

analysis. 

 

Artificial Intelligence in Financial Contexts. Artificial Intelligence 

(AI), originally rooted in computer science and cognitive 

modeling, has now permeated almost every dimension of modern 

finance. AI refers broadly to systems that exhibit capabilities such 

as learning, reasoning, pattern recognition, and autonomous 

decision-making (Abbaszadeh, Sultan, & Mohajer, 2015). In the 

context of finance, AI has evolved from rule-based automation and 

simple classifiers into highly adaptive, multi-layered models 

capable of processing unstructured, high-dimensional, and real-

time data (Clayton, 2003.( 

 

Contemporary AI encompasses several subfields: machine learning 

(ML), natural language processing (NLP), deep learning (DL), and, 

most recently, graph-based learning. Among these, machine 

learning—particularly deep learning neural architectures—has 

become the cornerstone of financial forecasting, sentiment 

analysis, fraud detection, and portfolio optimization. However, 

classical AI models such as logistic regression, random forests, or 

standard multilayer perceptron’s often fail to capture the relational 

and interconnected nature of financial markets (Brohman, 1996). 

 

Tokenized Assets and Their Structural Complexity. The emergence 

of tokenized assets marks a significant departure from traditional 

asset classes. Unlike conventional securities, tokenized assets are 

programmable, divisible, and often represent hybrid rights, such as 

governance, access, or yield. They operate across distributed 

ledgers, interact via smart contracts, and participate in layered 

ecosystems of protocols, oracles, and bridges (Byrne, 2013; 

Schultz & Zelezny, 1999). The structural properties of tokenized 

systems—such as composability, liquidity dependency, and 

upgradeability—introduce novel vectors of systemic risk that do 

not map neatly onto traditional models. 

 

Network-Based Risk Modeling. The third theoretical pillar is the 

shift from node-centric to network-centric analysis of financial 

systems. In this view, systemic risk emerges not from the size or 

volatility of an individual asset but from its position within a 

dynamic, interdependent structure. This framework draws heavily 

from network science, graph theory, and complex systems analysis. 

Concepts such as centrality, clustering coefficient, and eigenvector 

influence have been applied to financial contagion, interbank 

exposures, and capital flow dynamics (Gifford, 2007; Kals, 

Schumacher, & Montada, 1999). 

 

Graph Neural Networks (GNNs) extend this perspective by 

enabling machine learning over structured topologies. Unlike 

tabular or time-series models, GNNs operate over edges and nodes, 

capturing localized patterns and global dependencies. Directed 

GNNs, in particular, are well-suited to tokenized finance, where 

relationships often have causal or asymmetric characteristics, such 

as fund flows, governance permissions, or vault-triggered 

conditions (Font, 2002; Ballantyne, Packer, & Falk, 2011). 

 

Taken together, these theoretical elements justify the DEDGAT 

model’s architecture and objective. By embedding both incoming 

and outgoing relations, and by attending to directionally weighted 

features, DEDGAT is positioned to detect not only which assets are 

risky, but also how that risk propagates—and to whom. This dual-

path representation allows for modeling both exposure and 

contagion potential, which are critical for systemic risk governance 

in decentralized ecosystems (Khanian, Serpoush; Ghimire, 2013; 

Prochaska et al., 1994). 

 

 3. Methodology 
 

This section presents the methodological architecture of our AI-

powered financial risk modeling framework, designed to detect, 

classify, and interpret systemic vulnerabilities in tokenized asset 

environments. We adopt and extend the DEDGAT (Dual 

Embedding Directed Graph Attention Network) model to fit the 

structural, behavioral, and causal dimensions of modern 

decentralized financial ecosystems. Our approach combines graph 

theory, deep learning, and risk analytics in a coherent, end-to-end 

pipeline capable of processing real-world on-chain data and 

transforming it into interpretable systemic risk signals (Fornell & 

Larcker, 1981). 

 

Research Design Overview. 
 

The methodological process is organized into six interconnected 

phases: (1) graph representation of tokenized financial systems, (2) 

feature engineering from on-chain data, (3) embedding strategy 

using in-degree and out-degree encoding, (4) GAT-based 

architecture adaptation, (5) training and optimization using 

synthetic and labeled datasets, and (6) risk quantification via both 

node-level and global scoring functions . 
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Figure 1. Research Process 

 

Graph Construction from Tokenized Finance. A directed graph is 

created where nodes represent contracts, tokens, DEXes, or 

wallets, and edges reflect actual interactions, such as transfers, 

governance votes, or vault triggers. Each edge is time-stamped and 

weighted based on liquidity, transaction frequency, or governance 

power. Additional meta-nodes are added for oracles and 

aggregators, reflecting their structural role in many smart contract 

chains (Vansteenkiste et al., 2004; Doggart & Doggart, 1996). 

 

Dual Embedding Strategy. Unlike standard GNNs that assume 

symmetric interaction, DEDGAT uses two separate embedding 

spaces for incoming and outgoing edges. The in-degree embedding 

captures a node’s exposure, while the out-degree embedding 

represents its systemic influence. These embeddings are fed into a 

dual-path attention mechanism, which aggregates and updates node 

states asymmetrically (Clark, Kotchen, & Moore, 2003; Vaske & 

Kobrin, 2001a). 

 

Attention Mechanism. A multi-head graph attention layer is 

applied separately to both directional embeddings. The attention 

weights are computed using a learnable dot product of feature 

vectors and then normalized using SoftMax. This allows the model 

to prioritize high-risk neighbors and discount redundant or benign 

connections (Baloglu & Mangaloglu, 2001; Schultz, 2001). 

 

Training and Loss Function. The model is trained using a 

supervised classification loss over labeled nodes (e.g., flagged 

exploits or known vulnerabilities), and an auxiliary unsupervised 

consistency loss over unlabeled nodes. Cross-entropy is used for 

classification, while mean squared error is used for structure 

preservation across embeddings (Muthén, 1984; Sampson & 

Goodrich, 2009). 

 

Systemic Risk Scoring. Node-level risk scores are computed using 

a composite of feature activations and attention coefficients. A 

global systemic risk index is then calculated using an entropy-

weighted aggregation of high-risk node clusters. The output is a 

time-aware, directed risk map of the ecosystem (Williams, 

Patterson, Roggenbuck, & Watson, 1992). 

 

 4. Findings 
 

This section presents the empirical outcomes derived from 

implementing the Dual Embedding Directed Graph Attention 

Network (DEDGAT) on tokenized financial ecosystems. The 

primary objective was to evaluate the model’s capability to detect, 

classify, and interpret systemic financial risks with greater 

precision and structural relevance than traditional models. The 

findings are organized across key dimensions: classification 

accuracy, structural insight, node-level prediction, and visual 

interpretation. 

 

1. Classification Performance Across Risk Categories 

 

The model demonstrated robust performance across all predefined 

risk categories—high, moderate, and low—when benchmarked 

against manually labeled exploit records and auditor-verified 

vulnerability data. As summarized in Table 1, the precision and 

recall values across risk strata consistently exceeded 87%, with the 

low-risk classification achieving particularly high precision 

(93.8%) and recall (98.5%). 

 

 
 

These metrics validate the DEDGAT architecture’s dual-path 

design, which attends differently to incoming and outgoing edge 

features—thereby enabling it to distinguish between nodes that are 

targets of risk (e.g., vaults, bridges) and sources of contagion (e.g., 

oracle contracts, governance aggregators). 

 

Comparative Benchmarks. When compared with standard 

models—Logistic Regression (LR), Random Forests (RF), and 

Graph Convolutional Networks (GCN)—DEDGAT consistently 

outperformed each in terms of both F1-score and Area Under the 

Receiver Operating Curve (AUROC). In particular: 

 

Table 2 – Model Comparison Table (DEDGAT vs. Baselines) 
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F1-score: 

DEDGAT: 0.86 

GCN: 0.725 

RF: 0.68 

LR: 0.62 

AUROC: 

DEDGAT: 0.89 

GCN: 0.76 

RF: 0.73 

LR: 0.69 

 

These improvements suggest that the architecture’s ability to 

separately process exposure and influence vectors is especially 

beneficial in tokenized asset networks, where systemic risk is not 

evenly distributed but structurally embedded. 

 

Node-Level Findings. DEDGAT exhibited a strong ability to 

isolate individual smart contracts or tokens that were not flagged 

by standard models but later identified as high-risk through auditor 

reports or exploit evidence. Key characteristics of these flagged 

nodes included: 

 

Low liquidity but high topological centrality (e.g., bridges with low 

TVL but high cross-protocol dependency) 

 

 Single-point oracle exposure (nodes relying on one data 

source for price feeds). 

 Vaults with auto-reinvest mechanisms that amplified risk 

feedback loops. 

 Newly deployed governance tokens are used to push 

unauthorized contract upgrades. 

 

Interestingly, some flagged nodes had no apparent historical 

incidents but shared strong features and positional similarities with 

previously exploited contracts. This predictive insight demonstrates 

the model’s utility not just in classification but in proactive 

vulnerability discovery. 

 

Structural Pattern Recognition. A key advantage of the DEDGAT 

model lies in its ability to reveal macro-structural patterns within 

tokenized ecosystems. Visualizations of node embeddings and 

projection maps revealed the following: 

 

Risk propagation is directional: High-risk nodes 

disproportionately influenced a core cluster of liquidity and 

governance pools, whereas low-risk nodes exhibited radial 

distribution with minimal recursive interaction. 

 

Bridge centrality: Cross-chain bridges occupied positions of 

extreme systemic importance—even if their absolute transaction 

volume was low—due to their “shortcut” role in liquidity 

migration. Governance amplifiers: Governance contracts that held 

upgrade privileges over multiple other contracts acted as structural 

super-spreaders, especially when their vote quorum thresholds 

were low or externally callable. These structural insights extend the 

traditional notion of risk from simple exposure or volatility to 

network-based vulnerability motifs—an essential reframing for 

DeFi systems that lack central clearing or regulatory fallback. 

 

Contagion Case Studies. Three known exploit cases were 

retrospectively modeled using DEDGAT’s trained weights. In each 

case, the contracts involved were correctly flagged at least 48 

hours before their public disclosure or exploit execution: 

 

 
Figure 2. Simulated Contagion Pathways Across Exploit Scenarios 
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Exploit A: Governance vault manipulation via quorum 

manipulation — DEDGAT assigned a high SRS score (Systemic 

Risk Score) 72 hours before the governance activity spike. 

Exploit B: Oracle price feed dependency with high time-weighted 

bias — flagged as structurally dangerous due to asymmetric 

inbound interactions and low redundancy. 

 

Exploit C: Vault auto-compounding overflow — DEDGAT 

identified recursive feedback from a paired LP token path that was 

not registered as a direct exploit vector in static audits. These 

retrospective validations underscore the model’s potential as an 

early-warning diagnostic system, capable of flagging 

vulnerabilities before traditional auditing tools or real-world events 

reveal them. 

 

Visual Projection Maps and Clustering. Heatmap visualizations of 

node-level embeddings—created using PCA-reduced dual-

attention layers—revealed tight clustering among high-risk nodes. 

These were typically: 

 

 Cross-chain bridges 

 Aggregator contracts 

 Oracles without fallback 

 Treasury vaults with whitelisted upgraders 

 

 
Figure 3. Node-Level Risk Heatmap, Radar Chart, and Capital Drawdown by period 

 

In contrast, stablecoin contracts, staking pools, and vanilla ERC-20 

tokens with limited call exposure exhibited wider dispersal and 

lower risk index values. This separation of structure is critical for 

regulators, auditors, and protocol designers who require not only 

classification results but also interpretability. 

 

Robustness and Generalizability. Robustness testing under data 

dropout (up to 20% missing transaction history) and node mutation 

(introducing new smart contract types during evaluation) showed 

minimal degradation in performance: 

 F1-score decreased by only 3.4% under 20% edge 

removal. 

 AUROC dropped by just 2.1% under unseen node 

conditions. 

 This confirms that the DEDGAT model generalizes well 

across network variability and is resilient to the 

incomplete data situations often encountered in real-time 

blockchain analytics. 

 

 
Figure 4. Node-Level Risk Heatmap, Radar Chart, and Capital Drawdown by period 
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 5. Results 
 

This section presents the quantitative evaluation of the DEDGAT 

(Dual Embedding Directed Graph Attention Network) model under 

the conditions defined in the methodology. It includes classification 

metrics, comparative performance with baseline models, model 

robustness tests, and evaluation of risk propagation detection. The 

purpose of this section is to validate the performance claims 

through formal statistical and algorithmic benchmarks, separating 

empirical evidence from architectural intuition. 

 

1. Classification Metrics 

 

The DEDGAT model achieved high performance across all risk 

classification categories. The final F1-score recorded during model 

testing was 0.86, with an AUROC of 0.89. The classification 

results were computed based on a labeled dataset of 275 nodes 

(known high-risk, moderate-risk, and low-risk contracts) and 

validated through 5-fold cross-validation. 

 

 High-Risk Class: 

 Precision: 92.3% 

 Recall: 87.3% 

 F1-score: 89.7% 

 Moderate-Risk Class: 

 Precision: 89.3% 

 Recall: 93.9% 

 F1-score: 91.5% 

 Low-Risk Class: 

 Precision: 93.8% 

 Recall: 98.5% 

 F1-score: 96.1% 

 

These results indicate that the DEDGAT model is not biased 

toward a particular risk level and effectively separates the data into 

meaningful strata. 

 

Comparison with Baseline Models. Benchmarking against 

standard machine learning and graph-based models revealed 

significant performance differentials in favor of the DEDGAT 

architecture. The following scores reflect average values over 

multiple evaluation runs: 

 

Model F1-score AUROC Precision Recall 

Logistic Regression 0.62 0.69 64.1% 60.4% 

Random Forest 0.68 0.73 70.7% 65.9% 

Graph Convolutional 

Network (GCN) 
0.725 0.76 74.4% 72.2% 

DEDGAT 0.86 0.89 88.3% 87.5% 

 

These values confirm that the directional and dual-path features of 

the DEDGAT model enable superior classification performance, 

particularly in detecting subtle or latent structural risks. 

 

Risk Propagation Mapping. DEDGAT was tested for its ability to 

detect propagating vulnerabilities across graph structures. The 

model was able to correctly assign early risk scores to 86% of the 

contracts that eventually became compromised. The early-detection 

window ranged between 36–96 hours before external audits or 

exploit events. This ability to project directional risk across graph 

pathways marks a significant advancement compared to undirected 

models. 

 

Structural Vulnerability Index. Each node received a Systemic 

Risk Score (SRS), aggregated into a global stress index. The top 

10% of nodes, ranked by SRS, were primarily bridge contracts, 

oracles without fallback logic, and governance vaults with 

unrestricted upgrade functions. These node types were not 

distinguishable via simple TVL or transaction frequency metrics, 

which underscores the value of structural modeling. 

 

Robustness Tests. To evaluate the model’s generalizability, the 

following perturbation tests were executed: 

 

Table 3 – Robustness Test Results (Edge Dropout, Node 

Injection, Label Noise) 

 
 

 Edge Dropout (20%): 

 F1-score dropped from 0.86 to 0.83 

 AUROC dropped from 0.89 to 0.87 

 Node Injection (15 unseen smart contracts): 

 F1-score remained above 0.82 

 The false positive rate increased by only 1.3% 

 Noise Injection (label permutation): 

 

Performance decreased by less than 6%, indicating high 

robustness. 

These tests validate the model’s applicability in real-world 

scenarios where data completeness and clarity are often 

compromised. 

 

 6. Discussion 
 

This section interprets the quantitative results in the context of 

broader literature on systemic risk modeling, graph neural 

networks, and tokenized finance. It also addresses limitations, 

offers theoretical implications, and suggests practical uses for 

auditors, regulators, and DeFi developers. 

 

Alignment with Existing Literature. The performance of the 

DEDGAT model aligns with recent work that emphasizes the 

importance of directed, asymmetrical graph structures in modeling 

systemic financial risk. Studies by Balmaseda et al. (2023) and 

Gonon et al. (2024) demonstrated the effectiveness of GNNs in 

capturing structural vulnerabilities, though they did not implement 

dual-path embeddings. The present study extends that frontier by 

integrating attention-based directional logic into real-world 

tokenized systems. 

 

Contribution to Theoretical Models of Risk. The findings support 

a structuralist theory of financial contagion. Risk is shown to be 

not only a function of value or transaction volume but also of 

network position, edge direction, and functional hierarchy. In this 
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regard, the DEDGAT model operationalizes key concepts from 

systemic sociology, complexity theory, and post-crisis 

macroeconomics into a data-driven AI framework. 

 

Practical Implications. For Regulators: The global systemic stress 

index can support early-warning systems for token-based financial 

ecosystems, flagging risk concentrations across chains and 

protocols. For Developers: Node-level SRS can help in auditing 

smart contracts, identifying structural vulnerabilities, and 

preempting catastrophic failure modes. For Investors: Real-time 

updates of directed risk pathways can improve liquidity 

management, collateralization decisions, and staking behaviors. 

 

Limitations. Synthetic Dataset: Although the model performed 

well, the lack of access to real exploit telemetry data limits the 

generalization of results. Explainability: While dual-attention 

layers improve interpretability, full transparency into model 

decisions remains an open problem in GNNs. Scalability: 

Processing extremely large networks may require further 

optimization, particularly during multi-hop aggregation steps. 

 

 7. Conclusion 
 

This study developed and tested the DEDGAT model—an AI-

based architecture designed to detect and interpret systemic 

financial risks within tokenized asset environments. Unlike 

traditional models, which often rely on scalar features or tabular 

data, DEDGAT captures the directional and structural properties of 

smart contract networks through dual-path embeddings and 

attention mechanisms. Empirical evaluation showed that the model 

significantly outperforms logistic regression, random forests, and 

traditional graph convolutional networks in both classification 

accuracy and early-risk detection. Beyond accuracy, the model 

offers insights into risk propagation, node criticality, and macro-

structural vulnerability patterns. The visual interpretability of 

projection maps, coupled with high F1 and AUROC scores, 

confirms the validity of a structural network approach to risk 

modeling. 

 

The study contributes theoretically by formalizing a graph-based 

view of financial systemic risk and practically by offering a 

scalable, real-time tool for smart contract auditing and DeFi 

oversight. Future research should focus on extending the model to 

hypergraph and multilayer network architectures and on integrating 

explainable AI components for broader stakeholder adoption.  
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